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©Comodo CA 2012                 sales@comodo.com                       1 (888) 266 6361

Introduction:

The Comodo Reseller Program allows you to share the benefits and cost-effectiveness of Comodo 
certificates with your own customers. Our prepayment system conveniently allows you to deposit funds so 
you can start purchasing Comodo certificates at great discounts quickly and easily.

Your banner for white labeled signups:
If you have stated that you would like to use your own banner, please submit this banner to sales@comodo.com 
as soon as possible. The banner dimensions must be 780x60x256 .gif format. If you have selected a banner 
from the template store, this style of banner will be used for your reseller branding (for example, sign-up forms 
will feature your banner at the top). 

Logging into your Reseller Account:
You can log into your account with the Comodo username and password you created during partner sign-up. 
To login, visit http://www.comodo.com/ and click the ‘Login’ link at the top right corner of the home page.

Once you have logged into your account click the ‘’Reseller’’ link under ‘’My Account Areas’’ as shown below:

The “Reseller Options” page will be displayed:
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Introduction
This document is intended to guide existing HackerGuardian customers through changes to the 
HackerGuardian Portal and how to use the new portal. 
 
Portal Login
The old login was https://www.hackerguardian.com/sas/login.jsp.

Please bookmark https://pci.qualys.com/merchant/, which is the login for the new portal. 
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Once logged in you will see the new portal with an overview of your status.

As we migrate existing customers over to the new portal you will be sent an account activation 
email. Clicking the activation link will provide you with a new username and password which can 
be used for the new portal.

Previously Sectigo OMS username and password were the same as the HackerGuardian 
username and password.  Now you will have a separate username and password for the new 
HackerGuardian portal.  You should still use your Sectigo OMS username and password for 
purchasing new licenses and logging into OMS.  HackerProof licenses will remain unchanged on 
the old portal with this release.
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Adding IP Addresses
Previously you would navigate to the overview page and click Add New Device, set the device 
name and click continue.  You could then add a single or multiple IP addresses, an IP Address 
range or a domain.

In the new portal click “Account” then “IP Assets”. Click “Add IPs” to add IP Addresses or IP 
Address ranges.  IP Address can also be added automatically when running a new scan.
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Deleting IP Addresses
In the old portal you clicked the edit device icon then remove IP Addresses/Domains by clicking 
the “X” button . Within minutes of the customer submitting the order form.



Sectigo.comSectigo Hacker Guardian Migration Guide   I  © 2019 Sectigo. All rights reserved. 7

In the new portal click “Account” then “IP Assets”. Click “Remove IPs” and then enter the IP 
Addresses you wish to remove. The IP Addresses will be checked and removed by a Sectigo 
administrator. Domains are still listed but the IP Address associated with a domain may be 
removed and it will no longer be scanned.
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Adding Domains
To add domains click “Walk me through the Wizard” click “next” then “next” again. Then click “Add 
new domains” and set the domains you own. The IP Addresses of these domains are resolved 
and will be listed in the IP Address list. When starting a new scan the resolved IP Address is 
listed and not the domain as with the old portal. The path to a particular location which requires 
scanning can also be added such as www.example.com/index.html.



Sectigo.comSectigo Hacker Guardian Migration Guide   I  © 2019 Sectigo. All rights reserved. 9

Starting Scans
Previously you would navigate to the overview page and click “Start Scan” then select the IP 
Addresses or domains to be scanned and click “Start”.
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In the new portal click “Network” then “New Scan” to add new IP Addresses, select existing IP 
Addresses to scan or scan all IP Addresses. A title to identify the scan must be supplied. The 
bandwidth of the scan may be selected which can be used to increase the scan speed or reduce 
the load the scan generates on the server being scanned. You may also start the scan straight 
away (Launch Now) or schedule the scan for a later date (Schedule for Later). If you select 
“Launch  Now” you will be redirected to the page displaying the scan progress. 

The old scanner IP Address range was: 178.255.82.64/27 (178.255.82.64-178.255.82.95) 

New scanner IP Address range: 64.39.96.0/20 (64.39.96.1-64.39.111.254) 

The new scanner address range should be whitelisted when scanning through the new portal.
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Viewing Reports
Previously you would navigate to the overview page or reports page then click the device you 
wanted to view the report for and click the “Executive Report” or “Vulnerability Report” button 
depending on which report you wanted to view.
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In the new portal click “Network” then “Scan Results”.  The full report can be viewed as a PDF 
by clicking the download icon in the “Download” column of the table. To view a list of the 
vulnerabilities that require action click the icon in the “Vulnerabilities” column. The executive 
summary report is only available after submitting your attestation of scan compliance. Please 
see the “Generate Attestation of Scan Compliance, Detailed report and Executive Summary” 
section for details on how to do this.



Sectigo.comSectigo Hacker Guardian Migration Guide   I  © 2019 Sectigo. All rights reserved. 13

Reporting False Positives
Previously false positives could be reported from within the detailed report view. After selecting 
a report to view each failing item shows a link which can be clicked to bring up the false positive 
submission form. The submitted information is reviewed by an ASV Qualified Employee before 
being accepted or rejected.  If accepted the vulnerability no longer affects the report status. The 
false positive status and history could be viewed under “Reports” then “False Positive Tracker”.
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In the new portal either click “Network” then “Scan Results” then the vulnerabilities icon in the 
“Vulnerability” column of table to select an IP Address or click “Network” then “Vulnerabilities” for 
a full list. Use the far left checkbox to select the false positives you want to report and then click 
“Review False Positives”. 

A detailed explanation as to why this is a false positive or description of the compensating 
controls implemented must be provided. The submitted information is reviewed by an ASV 
Qualified Employee before being accepted or rejected. If accepted the vulnerability no longer 
affects the report status.



Sectigo.comSectigo Hacker Guardian Migration Guide   I  © 2019 Sectigo. All rights reserved. 15

The false positive status and history could be viewed under “Network” then “False Positive 
History”.  

Generate Attestation of Scan Compliance, Detailed report and Executive Summary
Previously the report pack which contained the compliance reports could be requested by 
clicking the “Generate Report Pack” button on the overview page. All IP Addresses were  
included in the generated report pack.
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In the new portal click on “Compliance” and then “Compliance Status” then click the “Generate” 
button under “Actions”. The IP Addresses included in the report are listed in the table on this 
page.  Previously a report could not be generated if all the IP Addresses were not scanned in  
the last 90 days. Now an IP Address will not gain a compliant status if it has not been scanned  
in the last 30 days. This is not a change in the compliance process but intended to follow PCI 
best practice.
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The attestation process is similar to before, for each special note found a submission must be 
made to ensure the service is securely implemented.  Optionally additional comments may be 
added for non-compliant IP Addresses. Out of scope IP Addresses may be confirmed on the 
final popup of the attestation.  As previously the name and title to appear on the Attestation of 
Scan Compliance must be provided. Previously reports were automatically submitted for review, 
now you may decide to submit the report now or save it for later.  Reports saved for later may be 
submitted by clicking “Compliance” then “Submitted Reports” and under “Next Action” click the 
“Request Review” link.
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Once a report has been requested the status can be reviewed by clicking on “Compliance” then 
“Submitted Reports”.  The status may be:

• Attested 
  The report has been reviewed and issued. The report may then be provided to your Acquirer to    
  prove compliance with the PCI DSS ASV scan requirement. 
 
• Pending Review 
  The report has not yet been reviewed by a Sectigo ASV qualified employee.  

• Generated
  The report has not yet been submitted for review.  

• Rejected 
  An issue has been detected with the reports or information submitted during the attestation.   
  The feedback on the rejection will be provided via email to account contact.
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Previously the report pack contained three separate documents, the executive summary, 
detailed report and attestation of scan compliance. All three documents are now contained  
in a single PDF called the Technical report. A separate executive summary report is also 
available to download. The Technical report is broken down into the matching sections that  
were provided previously as separate documents. This document should be provided to your 
acquirer after approval. Most sections of the report match the formatting of the old reports. 
There is some small changes to the detailed report formatting but the same information is 
provided as previously.
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Create a Scan Schedule
Previously scans could be scheduled via the “Schedule” tab at the top of the page. Clicking  
the “Add New Schedule” button allowed a recurring or one off scan to be scheduled on a  
weekly, monthly, quarterly or set number of days basis.
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In the new portal a scan schedule can be created by either clicking on “Network” then “Scheduled 
Scans” then “New Scan” or by clicking on “Network” then “New Scan”.  On the “New Scan” page 
the “Schedule for Later” must be selected to schedule the scan. The launch date and time must 
be specified and the scan can either be a single occurrence or scheduled to run over a recurring 
period.  Previously individual schedules were required for each device now all IP Addresses can 
be run under a single schedule. A minimum recurring schedule is a daily scan and maximum is a 
scan every 13 weeks.  
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Existing scan schedules can be viewed, edited and deleted on the “Network”, “Scheduled  
Scans” page.  
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Update Account Details
Previously account setting could be modified by clicking on “My Account” and “Account 
Information”.

In the new portal account settings can be altered by clicking on “Account”, “Settings” then the 
“Edit” link for the appropriate section.  To alter the company name please contact support.
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Previously only a single user could access an account, now you may create additional user 
logins for employees in your organization so they may also run scans and view the reports.  
An additional user may be added by clicking on “Account” and “User” then “New User”. After 
adding a new user an activation email will be sent to their email address. After activation the 
new user may access the portal using their credentials.
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Contact Support 
A support email can be sent to Sectigo support by clicking on “Contact Support”.  
A support ticket can also be directly created here: https://sectigo.com/support-ticket.  
Phone support can be reached at:

+1 (888) 266-6361 (US)    +1 (703) 581-6361 (International)

 

License Purchase and Renewal
HackerGuardian can continue to be purchased through www.hackerguardian.com and the 
licenses and pricing are unchanged.  The standard license will now allow an unlimited about of 
scans rather than the 10 per quarter as previously.  

Licenses can only be renewed 30 days prior to the expiration of the existing license. 

When renewing a license the number of IP Addresses on the account cannot be downgraded.  
Please contact support if you want to reduce the number of IP Addresses on your account  
when renewing. 

The free trial license does not put limitations on the portal functionality. The same functionality 
is available on an account the with the trial license as with a full license. However the reports 
generated with the trial license contain an evaluation watermark and cannot be used to gain 
compliance with the PCI DSS ASV scan requirement.


