Case Study

Mutuelle Viasanté: Streamlining

PKI management with Sectigo

Mutuelle Viasanté is one of France’s top 5 mutual insurance providers, offering health and welfare
insurance to individuals, professionals, and businesses. With nearly one million people under its care,
Mutuelle Viasanté is dedicated to ensuring a secure and seamless customer experience through robust
data governance and effective customer data management.

As the company continues to grow and acquire new entities, safeguarding its IT infrastructure and
protecting sensitive customer data has become even more critical. Originally, Mutuelle Viasanté
implemented Sectigo’s solution to manage its public certificates. However, the scope of this partnership
quickly expanded. Today, the company relies on Sectigo to manage all its digital assets, including public
and private certificates, certificates for users and devices, code signing, and elDAS certificates.

Challenges

Mutuelle Viasanté had been using a MS CA to manage its internal certificates, which were vital for
securing web servers, authenticating employees, and managing devices. However, with the company's
root certificate nearing expiration, Mutuelle Viasanté encountered challenges in upgrading, maintaining,
and scaling its private PKI. The task required more resources and expertise than the internal team could
provide.

“As Mutuelle Viasanté continues to grow and acquire new companies, we needed a scalable solution for
PKI management. Without extensive internal resources, managing this complexity became a significant
burden,” said Romain Menu, IT Security team leader.

@

To ease the burden of maintaining a secure PKI infrastructure in-house, Mutuelle Viasanté

Solution

sought a scalable SaaS solution, and turned to Sectigo for a comprehensive solution.
Sectigo’s Certificate Manager proved to be the perfect fit, offering automated certificate

lifecycle management for all Mutuelle Viasanté digital assets. By outsourcing PKI

management to Sectigo, Mutuelle Viasanté was able to offload the operational demands
and redirect their focus to other critical IT security functions.
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Benefits of adopting Sectigo’s CLM solution

Since adopting Sectigo’s SaaS solution, Mutuelle Viasanté has achieved considerable time and cost
savings. Automating the SSL certificate renewal process has significantly reduced the workload on
internal teams, freeing up hours that were previously spent on manual tasks. This automation has also
improved Mutuelle Viasanté overall security posture, as certificates are always kept up-to-date,
eliminating the risks associated with expired certificates.

“We've saved costs by outsourcing our PKI infrastructure to Sectigo and have significantly reduced the
time spent on SSL renewals. This automation has been key to enhancing our overall security posture,’
said Romain.

Conclusion

Mutuelle Viasanté continues to rely on Sectigo for its PKI management needs and values the ongoing
partnership. By adopting Sectigo’s scalable PKI management solution, Mutuelle Viasanté has
successfully streamlined its operations, reduced costs, and strengthened the security of its digital assets.

About Sectigo

Sectigo is the most innovative provider of certificate lifecycle management
(CLM), delivering comprehensive solutions that secure human and machine
identities for the world’s largest brands. Sectigo’s automated, cloud-native CLM
platform issues and manages digital certificates across all certificate authorities
(CAs) to simplify and improve security protocols within the enterprise. Sectigo is
one of the largest, longest-standing, and most reputable CAs with more than
700,000 customers and two decades of delivering unparalleled digital trust.
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