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WebDNS Policy Index 
Last modified: November 20, 2020 

 
WebDNS Services shall be subject to the below additional policies. Sectigo Limited (“Sectigo”) 
may revise and update these policies from time to time in its sole discretion. All changes are 
effective immediately when posted and apply to all access to and use of the WebDNS Services 
thereafter.  

Subscriber’s continued use of the WebDNS Services following the posting of revised policies 
shall constitute as Subscriber’s acceptance and agreement to the changes. Subscriber is expected 
to check this page from time to time of any changes, as they are binding. 

 

I. WebDNS Privacy Policy 
II. WebDNS Take Down Policy 

III. [Reserved] 
IV. [Reserved] 
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WebDNS Privacy Policy 
Last modified: November 20, 2020 

This WebDNS Privacy Policy (the “WebDNS Privacy Policy”) is in addition to and supplements 
the Sectigo Privacy Policy available at https://sectigo.com/privacy-policy. This WebDNS 
Privacy Policy applies to use of the WebDNS Services. Sectigo Limited and our subsidiaries and 
affiliates ("Sectigo" or "We") respect your privacy and commit to protecting it through our 
compliance with the practices described in this policy. 

This policy describes our practices for collecting, using, maintaining, protecting, and disclosing 
the personal data we may collect from you when you use the WebDNS Services or use our 
products, services, or other digital properties (collectively, "WebDNS Services"). This policy 
applies to the personal data that we collect, and information provided to us from third-parties, 
regardless of the country where you are located. 

The WebDNS Services may include links to third-party websites, plug-ins, services, social 
networks or applications. Clicking on those links or enabling those connections may allow the 
third party to collect or share data about you. We do not control these third-party websites, and 
we encourage you to read the privacy policy of every website you visit. 

Please read this notice carefully to understand our policies and practices for processing and 
storing your personal data. By engaging with and using the WebDNS Services, you accept and 
consent to the practices described in this policy. This policy may change from time to time (see 
Changes to our privacy policy). Your continued engagement with and use of the WebDNS 
Services after any such revisions indicates that you accept and consent to them, so please check 
the notice periodically for updates. 

If you are a resident of the State of California, United States, California law may provide you 
with additional rights regarding our use of your personal information. Please see our Privacy 
Notice for California Residents. 

Data we may collect about you. 

We collect and use different types of data from and about you including: 

• Personal data that we could reasonably use to directly or indirectly identify you, such as 
your name, postal address, email address, telephone number, user name or other similar 
identifier ("personal data"). 

• Non-personal data that does not directly or indirectly reveal your identity or directly 
relate to an identified individual, such as demographic information, or statistical or 
aggregated information. Statistical or aggregated data does not directly identify a specific 
person, but we may derive non-personal statistical or aggregated data from personal data. 
For example, we may aggregate personal data to calculate the percentage of users 
accessing a specific website feature. 

https://sectigo.com/privacy-policy
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• Technical information, including the Internet protocol (IP) address used to connect your 
computer to the Internet, your login information, browser type and version, time zone 
setting, browser plug-in types and versions, or operating system and platform. 

• Non-personal details about your website interactions, including the full Uniform 
Resource Locators (URLs), clickstream to, through and from our Website (including date 
and time), products you viewed or searched for; page response times, download errors, 
length of visits to certain pages, page interaction information (such as scrolling, clicks, 
and mouse-overs), methods used to browse away from the page or any phone number 
used to call our customer service number. 

• Payment details including partial credit card or debit card details such as the last 4 digits 
of your credit card, expiration date, billing address, and the name on the card. 

If we combine or connect non-personal, technical, or demographic data with personal data so that 
it directly or indirectly identifies an individual, we treat the combined information as personal 
data. 

How we collect data about you. 

We use different methods to collect data from and about you including through: 

• Direct interactions. You may give us information about you by filling in forms or by 
corresponding with us by phone, e-mail or otherwise. This includes information you 
provide when you create an account, subscribe to our Services, perform any other direct 
interaction with our Website, or seek customer service assistance. 

• Automated technologies or interactions. As you interact with our Website, we may 
automatically collect technical data about your equipment, browsing actions and patterns 
as specified above. We collect this information by using cookies, server logs, and other 
similar technologies (see Cookies and automatic data collection technologies). 

• Third parties or publicly available sources. We may receive information about you from 
third parties including, for example, business partners, sub-contractors in technical, 
payment and delivery services, advertising networks, analytics providers, search 
information providers, credit reference agencies, data brokers or aggregators. 

• Inter-registrar operations. We may receive personal information about you as a result of 
domain transfers from other registrars into our system. 

Cookies and automatic data collection technologies. 

We use cookies and similar technologies on our Website that allow us to track your browsing 
behavior, links clicked, items purchased, your device type, and to collect various data, including 
analytics, about how you use and interact with our Website. A cookie is a small file placed on or 
device. This helps us deliver a better and more personalized service when you browse our 
Website. It also allows us to improve our Website and Services by enabling us to: 

• Estimate our audience size and usage patterns. 
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• Store information about your preferences, allowing us to customize our Website and 
Services according to your individual interests. 

• Speed up your searches. 
• Recognize you when you return to our Website. 

'Do Not Track' notifications. 

Some browsers allow you to automatically notify websites you visit not to track you using a "Do 
Not Track" signal. Like many websites and online services, we currently do not alter our 
practices when we receive a "Do Not Track" signal from a visitor's browser. To find out more 
about "Do Not Track," you may wish to visit allaboutdnt.com. 

You may refuse to accept browser cookies by activating the appropriate setting on your browser. 
However, if you select this setting, certain parts of our website may become inaccessible and 
certain features may not work correctly. Unless you adjust your browser settings to refuse 
cookies, our system will issue them. 

Our website pages and emails may contain web beacons (small transparent embedded images or 
objects, also known as clear gifs, pixel tags, and single-pixel gifs) that permit us, for example, to 
count website page visitors or email readers, or to compile other similar statistics such as 
recording Website content popularity or verifying system and server integrity. 

Third party use of cookies and other tracking technologies. 

Some content or applications on the Website are served by third parties, including service 
providers and application providers. These third parties may use cookies alone or in conjunction 
with web beacons or other tracking technologies to collect information about you when you use 
our Website. They may associate the information collected with your personal data or they may 
collect information, including personal data, about your online activities over time and across 
different websites or other online services. They may use this information to provide you with 
interest-based (behavioral) advertising or other targeted content. 

We do not control how these third-party tracking technologies operate or how they may use the 
collected data. If you have any questions about an advertisement or other targeted content, you 
should contact the responsible provider directly. For information about how you can opt out of 
receiving targeted advertising from many providers, see Your personal data use choices. 

How we use your personal information. 

We use your personal data to provide you with products, offer you WebDNS Services, 
communicate with you, deliver advertising and marketing, or to conduct other business 
operations, such as using data to improve and personalize your experiences. Examples of how we 
may use the personal data we collect include to: 

• Present our website and provide you with the information, products, WebDNS Services 
and support that you request from us. 
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• Meet our obligations and enforce our rights arising from any contracts with you, 
including for billing or collections, or comply with legal requirements. 

• Fulfill the purposes for which you provided the data or that were described when it was 
collected. 

• Notify you about changes to our website, products or WebDNS Services. 
• Ensure that we present our website content in the most effective manner for you and for 

your computer. 
• Administer our website and conduct internal operations, including for troubleshooting, 

data analysis, testing, research, statistical and survey purposes. 
• Improve our website, products or WebDNS Services, marketing, or customer 

relationships and experiences. 
• Protect our website, employees or operations. 
• Detect and prevent fraud. 

We may also use your information to comply with any ICANN, registry or ccTLD rules, 
regulations and policies if you register a domain name. This includes the transfer of domain 
name registration information to the underlying domain registry operator and escrow provider, 
and publication of that information as required by ICANN in the public WHOIS database or with 
other third parties that demonstrate a legitimate legal interest to such information. See ICANN 
Privacy Notice. 

We may disclose your personal data to third parties as necessary, including for the 
following purposes: 

• We may share your personal data with business partners, suppliers, service providers, 
sub-contractors and other third parties we use to support our business. 

• We may share your data to fulfill the purpose for which you provide it and for any other 
purposes that we disclose in writing when you provide the data. 

• We may disclose your personal data to a prospective seller or buyer of our business or 
assets, or to a buyer or other successor in the event of merger, divestiture, restructuring, 
reorganization, dissolution or other sale or transfer of some or all of our assets, whether 
as a going concern or as part of bankruptcy, liquidation or similar proceeding, where one 
of the transferred assets is the personal data we hold. 

• We may use or disclose your personal data to enforce or apply our terms of use and other 
agreements, and to protect the rights, property, or safety of our business, our employees, 
our customers, or others. This includes exchanging information with other companies and 
organizations for the purposes of cybersecurity, fraud protection and credit risk reduction. 

• We use third-party services for fraud prevention and detection. We may securely share 
with such services certain personal data about transactions including email addresses, 
domain names, and any additional information that may help us identify fraudulent 
transactions. 

We may use and share non-personal data without restriction. 
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Complying with regulatory, legal, and law enforcement requests and requirements. 

We will not release your information without your express permission, unless it is required by 
law, or to comply with legal process properly served on Sectigo. Accordingly, when required to 
do so, we will cooperate with government and law enforcement officials and private parties to 
enforce and comply with the law. We may disclose responsive information about you to 
government or law enforcement officials or private parties as we, in our sole discretion, believe 
necessary or appropriate to respond to claims and legal process (such as subpoena requests). If 
possible and legally permissible, we will take reasonable steps to notify you if we are required to 
provide your personal information to third parties as part of the legal process. 

We may also be required to share your information to comply with any ICANN, registry or 
ccTLD rules, regulations and policies when you register a domain name. This includes the 
transfer of domain name registration information to the underlying domain registry operator and 
escrow provider, and publication of that information as required by ICANN in the public 
WHOIS database or with other third parties that demonstrate a legitimate legal interest to such 
information. See ICANN Privacy Notice. 

Internet Corporation for Assigned Names and Numbers (ICANN) Privacy Notice. 

• Information you must provide. In using our registration services, you are required to
provide information (a) to register a domain name, (b) to update information about a
domain name previously registered, or (c) to submit questions about our service. To
register a domain name, you are required to provide the name you are registering; your
name and postal address (or those of the person for whom you are registering the name);
technical information about the computer with which the domain name will be
associated; and the name, postal address, e-mail address, and voice and (where available)
fax telephone numbers for the technical, administrative, billing, and zone contacts for the
domain name. Once the domain name has been registered, your registration agreement
requires you to correct and update this data promptly. If you submit a question about our
service, you will be asked to provide your name, telephone number, and e-mail address.

• Why you must provide the information. The information you provide when registering
a domain name (or correcting or updating registration information) is required to allow
the Internet to associate the domain name with your computer, to allow us to properly
handle your account (including notifying you at renewal time), and to permit others
operating or using the Internet to easily contact you to resolve issues that arise in
connection with the domain name. It will also be stored under a data escrow program to
keep the domain name operating in the event we leave the domain-name registration
business. When you submit a question to our Website, contact information is needed so
that we can respond.

• Who will receive the information. We will provide information you submit in
registering a domain name or updating related information to our own employees and
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consultants, to the administrator of the registry for the top-level domain in which you are 
registering (currently Network Solutions, Inc. for .com, .net, and .org), to operators and 
users of the Internet making Whois queries concerning your domain-name registration, to 
ICANN (which provides technical coordination for the Internet), and to escrow agents, 
auditors, Whois service providers, and replacement registrars that ICANN may designate. 

• Information you provide in asking questions about our service may be given to our 
employees and consultants and, upon its request, to ICANN. 

• Accessing, correcting, and updating information. You are required to correct any 
erroneous or out-of-date contact information concerning your registration. You can 
access the information you provide, correct it, and update it by visiting our website. See 
Accessing and Correcting your information. 

• Information you provide about others. In providing personal information about other 
individuals (such as someone in whose name you are registering or the domain name's 
technical or billing contacts), you represent that you have notified them of the purposes 
for which the information will be used, the recipients of the information, and how they 
can access and correct the information, and that you have obtained their consent. 

Consent to personal data transfer. 

We may process, store and transfer the personal data we collect, in and to a country outside your 
own, with different privacy laws that may or may not be as comprehensive as your own. 

By submitting your personal data or engaging with our Websites, you consent to this transfer, 
storing or processing. 

Accessing and correcting your information. 

You can review, update, or change your personal information by sending us an email at 
privacy@sectigo.com to request access to, correct, export, erase, or otherwise inquire about any 
personal information processed by Sectigo in connection with the WebDNS Services we provide. 

If you make a request to delete your personal information and if that information is necessary for 
the products or services that you have purchased, Sectigo will accommodate your request only to 
the extent the information is no longer necessary for any WebDNS Services purchased. We may 
not accommodate a request to change or delete information if we believe the change would 
violate any law or legal requirement or cause the information to be incorrect, or if we are 
required to maintain the information for our legitimate business purposes, including legal or 
contractual record keeping requirements, such as ICANN registration requirements. ICANN 
Registration Agreement. 

Data security. 

The security of your personal data is very important to us. We use physical, electronic, and 
administrative safeguards designed to protect your personal data from loss, misuse and 
unauthorized access, use, alteration or disclosure. 
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The safety and security of your information also depends on you. Where we have given you (or 
where you have chosen) a password for access to certain parts of our Website or using our 
Services, you are responsible for keeping this password confidential. We ask you not to share 
your password with anyone. We provide two-factor authentication and encourage you to use this 
functionality to further protect your account. When two-factor authentication is enabled, you 
receive a recovery code and are required to retain this code and use it in case you are unable to 
use your two-factor authentication device. 

Children's online privacy. 

We do not direct our website to minors and we do not knowingly collect personal data from 
children as defined by local legal requirements. If we learn we have mistakenly or 
unintentionally collected or received personal data from a child without appropriate consent, we 
will delete it, unless required by law to retain the information. If you believe we mistakenly or 
unintentionally collected any information from or about a child, please contact us at 
privacy@sectigo.com. 

Your California Privacy Rights. 

Notice to California Residents: We do not sell personal information to third parties as defined 
under the California Consumer Privacy Act of 2018 (California Civil Code Sec. 1798.100 et 
seq.), nor do we sell, rent, or share personal information with third parties for their direct 
marketing purposes as defined under California Civil Code Sec. 1798.83. 

If you are a California resident, California law may provide you with additional rights regarding 
our use of your personal information. Please see our Privacy Notice for California Residents. 

Changes to our privacy policy. 

We will post any changes we may make to our privacy policy on this page. Please check back 
frequently to see any updates or changes to our privacy notice. The date the privacy policy was 
last revised is identified at the top of the page. You are responsible for ensuring we have an up-
to-date active and deliverable email address for you, and for periodically visiting our Website 
and this privacy policy to check for any changes. 

No Front-Running. 

Domain front-running is the practice whereby a service uses insider information to register 
domains for the purpose of reselling them or earning revenue via ads placed on the domain's 
landing page. 

We guarantee that the provision of WebDNS Services will never engage in domain front-
running. When we use third-party services to provide domain name suggestions, we rely on their 
policies against front-running. 

Contact information. 
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Questions, comments and requests regarding this privacy notice and our privacy practices are 
welcomed and should be addressed to privacy@sectigo.com. 
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WebDNS Take-down Policy 
Last modified: November 20, 2020 

 
This WebDNS Take-Down Policy relates to your use of the WebDNS Services. Sectigo Limited 
(“Sectigo”) will suspend resolution of a domain name under the following conditions: 

1. The domain is suspended or ordered transferred by ICANN as required by our 
Registration Agreement. 

2. We receive a court order from a US Federal Court or a court in our jurisdiction (the State 
of Florida). 

3. Use of the domain threatens the stability of the Sectigo system as a whole, in which case 
we will attempt to move the domain to another system to minimize impact on other 
Sectigo customers. 

We will always attempt to contact the domain holder via email before taking down any domain. 
We will typically send an email promptl upon receiving notice which meets one of the 
previously defined justifications and we will provide three days for the domain holder to 
respond. The only exception is the case where the continuing operation of a domain threatens the 
entire WebDNS community, in which case we will take the domain offline immediately. 

If you have any concerns over this policy please contact us. 
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