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Beginning September 3, 2009, Comodo CA Ltd. (“Comodo”) will offer three year Comodo Unified 
Communications Certificates through its USERFirst root certificate.  This amendment (“ACPS”) 
amends version 3.0 of the Comodo Certification Practice Statement (“CPS”) to include the new 
certificate chain.  Also included is a reference to where the Webhost validation guidelines are 
located.  This provides notice to the public of how our webhost customers validate certificates 
when acting as a registration authority.   
 
Amended portions in this ACPS are included within brackets.  All provisions of the CPS not 
specifically amended or added remain in full force and effect.  Headings from the CPS are 
included to identify the location of the amended information, and are not intended to be 
duplicative. 
 
 
1 General 
 
. . . . 
 
1.4 Other Practice Statements and Agreements 
 
. . . . 
 
[Web Host Reseller Guide Public http://www.comodopartners.com/partner/partnerdoc.html 
Web Host Reseller Validation 
Guidelines 

Public http://www.comodopartners.com/partner/partnerdoc.html] 

 
. . . . 
 
1.8.12  Comodo Unified Communication Certificates 
 
Visible on IE compatible browsers as follows: 
 
[UTN - DATACorp SGC (serial number = 44 be 0c 8b 50 00 21 b4 11 d3 2a 68 06 a9 ad 69, 
expiry = 24 June 2019 20:06:40) 

 End Entity SSL (serial number = x, expiry = 1-3 3 year(s) from issuance) 
 
Cross signed and therefore visible on Netscape compatible browsers as follows: 

 
AddTrust External CA Root (serial number = 01, expiry = 30/05/2020 10:48:38) 

UTN - DATACorp SGC (serial number = 53 7b 76 56 4f 29 7f 14 dc 69 43 e9 22 ad 2c 79, 
expiry = 30 May 2020 11:48:38) 

End Entity SSL (serial number = x, expiry = 1- 3 year(s) from issuance)] 
 
Entrust.net Secure Server CA (serial number = 42 86 f2 3d, expiry = 19 October 2012) 

 AAA Certificate Services (serial number =e3 9f e0 6c 48 80 d3 8c b0 c5 2a a1 ef b0 6e ee ff 
f7 01 dd, expiry = 19 October 2012) 

End Entity SSL (serial number = x, expiry = -1-3 years from issuance) 
 

. . . . 
 
1.10.2 Web Host Reseller Partners 
 
Through a “front-end” referred to as the “Management Area”, the Web Host Reseller Partner has 
access to the RA functionality including but not limited to the issuance of Secure Server 
Certificates. The Web Host Reseller adheres to the validation processes detailed in the validation 



guidelines [available at http://www.comodopartners.com/partner/partnerdoc.html). The Web Host 
Reseller Partner is obliged to conduct validation in accordance with the validation guidelines prior 
to issuing a certificate]. 
 
. . . . 
 
2.12.4 Certificate Policy (CP) 
 
Unified Communications Certificate  
Version V3 
Serial number Serial number of Certificate 
Signature Algorithm sha1RSA 

CN AAA Certificate Services 
O Comodo CA Limited 
L Salford 
S Greater Manchester 

Issuer (option 1) 

C GB 
CN UTN - DATACorp SGC 
OU http://www.usertrust.com 
O The USERTRUST Network 
L Salt Lake City 
S UT 

[ Issuer (option 2) 

C US ] 
Validity 1 Year, 2 Years, or 3 Years 

CN <domain name> 
OU Comodo Unified Communications 
O <organization name> 
Street <organization address> 
L <organization city/locality> 
S <organization state> 
PostalCode <organization postal code> 

[Subject 

C <organization country code>] 
Public key <Public Key of Certificate> 
Authority Key Identifier KeyID only. 
Subject Key Identified Subject Key ID 
Enhanced Key Usage Server Authentication (1.3.6.1.5.5.7.3.1) 

Client Authentication (1.3.6.1.5.5.7.3.2) 
Certificate Policies [1]Certificate Policy: 

     Policy Identifier=1.3.6.1.4.1.6449.1.2.1.3.4 
     [1,1]Policy Qualifier Info: 
          Policy Qualifier Id=CPS 
          Qualifier: 
               https://secure.comodo.net/CPS 

CRL Distribution Policies [1]CRL Distribution Point 
     Distribution Point Name: 
          Full Name: 
               URL=<primary CRL URL> 
 [2]CRL Distribution Point 
     Distribution Point Name: 
          Full Name: 
               URL=<secondary CRL URL> 



Authority Information Access [1]Authority Info Access 
     Access Method=On-line Certificate Status Protocol 
(1.3.6.1.5.5.7.48.1) 
     Alternative Name: 
          URL=<OCSP URL> 

Subject Alternative Name DNS Name = <domain name> (up to 100 DNS listings) 
Key Usage  Digital Signature, Key Encipherment (a0) 
Basic Constraints  Subject Type=End Entity 

Path Length Constraint=None 
Thumbprint algorithm  sha1 
Thumbprint   
 
. . . . 
 
Document Control 
This document is the August 2009 Addendum to Comodo CPS Version 3.0, created on 28 August 
2009 and signed off by the Comodo Certificate Policy Authority. 
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No part of this publication may be reproduced, stored in or introduced into a retrieval system, or 
transmitted, in any form or by any means (electronic, mechanical, photocopying, recording or 
otherwise) without prior written permission of Comodo Limited. 
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