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Comodo Certificate Manager - Quick Start
Guide

This tutorial briefly explains how an administrator can setup Comodo Certificate Manager then issue and manage
SSL, Client, Code Signing and Device authentication certificates.

The guide will take you through the following processes - click on any link to go straight to that section as per your
current requirements.

+ Step1-Loginto CCM

+ Step 2 - Create Organizations and Departments

- Step 3-Run a Discovery Scan for SSL certificates installed on Organization/Department network
- Step 4 - Add Administrators

- Step 5 - Add Domains and delegate them to Organizations/Departments

- Step 6 - Manage Certificates

» Request and Issuance of SSL Certificates

* Request and Issuance of Client Certificates

* Request and Issuance of Code Signing Certificates

* Request and Issuance of Device Authentication Certificates
« Step 7 - Generate Reports

Step 1 - Log in to CCM

Once your organization has subscribed for a Comodo account, your account manager will provide you with a
username, password and login URL for the Certificate Manager interface. By default, the format of this URL is:
https://cert-manager.com/customer/[REAL CUSTOMER URI}/

CCM Support

Certificate manager

LOGIN
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If you have not been supplied with your login details, please contact your Comodo account manager.

If you are not able to login, please click the 'CCM Support' link then create a ticket at our support portal (requires
account creation).

You may be prompted to change your password after logging in for the first time.

Tip: You can change your password at any time from the '‘My Profile' dialog. You can access this dialog by clicking
your username at the top-right of the interface.

Step 2 - Create Organizations and Departments

Any certificate ordered through CCM must be assigned to an 'Organization'. Each organization can have multiple
departments. Once created, you can assign domains and administrators to specific organizations or departments.
Organizations are typically managed by a Registration Authority Officer (RAQ) while departments are typically
managed by a Domain Registration Authority Officer (DRAO). A Master Registration Authority Officer (MRAQ) can
manage all organizations and all departments.

Once an organization or department has been created:

- Appropriately privileged officers can request and delegate domains to that Organization/Department

- Appropriately privileged officers can request, approve/decline requests and manage certificates on behalf
of that Organization or Department.

»  End-users can enroll into (or be assigned membership of) that Organization or Department and be
provisioned with client certificates

« Administrators can run a certificate discovery scan on their networks. All discovered certificates will be
assigned to the Organization you specify during scan configuration.

You are advised to plan the Organization/Department structure you'd like. All certificates that are newly applied or
pre-installed in the network and identified by discovery scans are automatically assigned to an Organization or
Department. These named entities will feature in the 'O" and 'OU' fields of your issued certificate. Once issued, you
cannot 'reassign' a certificate to the auspices of another Organization in CCM.

To create an Organization

+  Open the 'Organizations' management area by clicking the 'Settings' tab and then clicking 'Organizations'
sub-tab.
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+  Click 'Add'
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Add New Organization b4

General EV Details Client Certificate SSL Certificate Code Signing Certificate Device Certificate

*-required fields

Organization Name® | XYZ Organization
Address1* | Address Line 1
Address2 | Address Line 2
Address3 | Locality
City* | City Name
State/Province” | Name of the state or province
Postal Code* | 90001
Country* | United States v
Valldation Status

Anchor certificate

The 'Add New Organization' dialog contains six tabs. At this point you need only complete the 'General’ tab to create
the Organization - but should review the other tabs prior to requesting certificates.

«  General - Allows you to configure high level details relating to the new Organization. (Mandatory)

« EV Details - Provide additional company details which are required for the validation of EV certificates for
the Organization. (Optional)

«  Client Certificate - Configure enrollment and term settings relating to SIMIME (email and client) certificates
issued to end-users belonging to the Organization or Department (Optional)

»  SSL Certificate - configure enroliment and term settings related to SSL certificates issued to the domains
associated with the Organization (or Department of the Organization). (Optional)

»  Code Signing Certificate- Allows you to enable or disable issuance of code signing certificates issued to
end-users belonging to the Organization (or Department of the Organization) . (Optional)

+  Device Certificate - Allows you to configure a self-enrollment link for issuance of device certificates from
Private Certificate Authorities that are added to your account. (Optional)
This section explains the configuration parameters under the 'General' tab. The configuration of individual certificate
settings for the Organization is optional. Refer to the section 'Organization Management' in the administrator guide
for more details.

General Settings

Field Name Description

Organization Name The name of the Organization to be created.
Address 1 Organization's address (used for issuing SSL and S/MIME certificates )
Address 2 Organization's address (used for issuing SSL and S/MIME certificates)
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Address 3 Organization's address (used for issuing SSL and S/MIME certificates)

City City where the Organization is located (used for issuing SSL and SIMIME
certificates)

State/Province State or province (used for issuing SSL and S/IMIME certificates)

Postal Code Postal code (used for issuing SSL and S/IMIME certificates)

Country Two characters country code (used for issuing SSL and S/MIME
certificates)

Validation Status Indicates the progress of Organizational Validation (OV) on the

'Organization' in question. States can be ‘Not validated', 'Validated',
'Pending', 'Failed', 'Expired'.

The Validation Status will be displayed only if OV certificates are enabled
for the CCM account.

Anchor Certificate Indicates the status of Anchor certificate. The Anchor Certificate is issued
after the Organization Validation is completed. This is used as a reference
for Organization Validation status by CCM whenever an OV SSL
certificate is requested for the Organization or Departments under it.

The Anchor Certificate field will be displayed only if OV certificates are
enabled for the CCM account.

»  Enter the parameters as explained above and click 'OK'.

The Organization will be added to the list under the 'Organizations' sub-tab. You can repeat the process to add more
Organizations'.

To add a Department under an Organization

«  Open the 'Organizations' management area by clicking the 'Settings' tab then select the 'Organizations'
sub-tab.

«  Choose the Organization from the list and then click the 'Departments' button that appears at the top.
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+  Click the 'Add' button
Add New Department ¥

General EV Details Client Certificate SSL Certificate Code Signing Certificate Device Certificate

*-required fields

Department Name* | Security Department
Address1* | Street1, 3
Address? | Street2 3
Address3
City* | SkyCity
State/Province® | AL
Postal Code* | 10001
Country* | United States
Validation Status JREIGEE]

Anchor cerificate

The 'Add New Department' dialog will open. This interface is similar to 'Add New Organization' dialog. The settings
made here will apply only to the new Department. Repeat the process to add more Departments under the
Organization.
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Step 3 - Run a Discovery Scan for SSL certificates installed on
Organization/Department network

A discovery scan will identify all existing certificates on your network and import them into CCM for further
management. Discovered certificates are given 'Unmanaged' status, which means they were not ordered through
CCM. Once imported, you can easily renew or replace discovered certificates with Comodo equivalents.

You are advised to create the Organization/Department structure you'd like before creating and running a discovery
scan. On completion of a discovery scan, all identified certificates will be automatically assigned to the
Organization/Department configured in the discovery task. The administrators in charge of the
organization/department will then receive notifications relevant to the certificate (for example, certificate expiry
reminders).

Comodo advises you run a scan at the earliest opportunity so that you gain a firm inventory of your company's
certificate assets. Discovery scans are, however, optional at this stage and can be run at anytime. You can skip to
step 4 if you wish to do this later.

To run a discovery scan, you need to:

1. Install the CCM agent on your network and configure it for certificate discovery. Once installed, this agent
will also allow you to use CCM's automatic certificate installation feature.

2. Create and run a 'Discovery Task' by specifying target IP ranges.
Any certificates discovered by the scan will be displayed in the 'SSL Certificates' area of the 'Certificates' interface.
To install and configure the agent

+  Click the 'Settings' tab then 'Agents' sub tab

+  Select 'Network Agents' then click 'Download Agent'

E e Signing on (emansd -e; Reporis E:"' Admanzs
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ENT ACTIVE STATE VERSION

Download x
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Ager
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= windows < Linux xB6 Linwe xed

«  Select the Organization/Department on whose behalf you want to discover certificates. Next, choose the
agent version appropriate for your server operating system.

«  Click 'Download' and save the setup file.
« Install the agent on a machine in your network. To install the agent on Windows, right-click on the setup file
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and select 'Run as Administrator'. If you are installing the Linux version of the agent, run the installation
from the command line.

After installation, the agent will be listed in the CCM interface:

{7} Dashbnant g] Cartificates [ Mescavery E'w Codn Sigring o Nemand (B Reparts 01 admins 1j settmps B Aot
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¥ Filter w
£ | Download Agent | | Edit | | Delste
¥ HAME ALTEANATIVE MAMSE URGARLIATION EPARTMIERT ACTIVE STATE WEREKIN
Agant docs 54 docs s Mot conrached 24
Agent acme corp 53 ACME COMp L Moi conneched Fard
Aenl X¥Z Orgarezalion 55 ST Cagal " 4 ) 28

Agent Dithers Comgany 50 e v :EnﬂnD

r— T 1T

The next step is to configure the agent to scan your internal network. You can do this by specifying the address of
the network you wish to scan.

»  Choose the agent from the 'Network Agents' interface and click 'Edit'.
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Edit Agent (Last activity: a moment ago) X

Common CIDR Ranges Servers

*-required fields

Mame*
Version

IP address

Local configuration URI
Alternative Name

Active

Alto update

Qrganization®

Department®

Secret Key (min 10 symbols)*
Keystore passward

Comments

Agent Dithers Construction Compa 82

22 ‘

10.,108.17.117
fef0:0:0:0:3c88:3150:ckh48:1a43

hitps:/M10.108.17.117:9090 G}
Enter agent alternative name
Enabled

Dithers Construction Company E|

ANY E|

qdfl5mOIFYENWVOkhZCE

phoF0KeYhY

= |

Field Name Description

Name Create a name for the agent. The name should ideally describe the target network of
the agent.

Version Agent version.

IP Address Displays the IPv6 loopback address, IPv4 loopback address, IPV6 address, IPv4

address and MAC address of the server on which the agent is installed.

Local Configuration The URL used to access and configure the agent via a web browser. For more
URI information, see 'Configuring the Certificate Controller Agent through the Web Interface
in the admin guide.

Alternative Name Specify an alternative name for the agent
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Active Switch the agent on or off

Auto update Indicates whether or not agent updates should be automatically installed.
Organization Select the organization that you want to associate with the agent.

Department Select the department, if any, that you want to associate with the agent.

Secret Key Key generated by the agent to authenticate itself to the CCM server. The secret key

must have 10 characters.

Please keep a record of this key. If an agent needs to be be reinstalled on a particular
server then the key is required to authenticate the agent to the CCM server.

Keystore password Displays the key store password generated by the Agent.

You can copy and save the secret key store password in a safe location for use in a
new agent, in case the agent has to be reinstalled in the same server.

Comments Type a descriptive comment about the purpose of the agent

«  Edit the values if required. To edit the CIDR ranges, click the 'CIDR Ranges' tab.

Edit Agent (Last activity: a moment ago) x

Common CIDR Ranges Servers

= || 42w ‘

CIDR ACTIVE DESCRIPTION

0 10.108.0.0M6 Local CIDR ‘

i | v 1ot (0 D D
Coce |

« Toadd anew CIDR range, click 'Add". The 'Add CIDR Range' dialog will open.

' Add CIDR Range X |

CIDR* | 192 || 168 || 12 || T1 16

/
Active

Description® | Dithers Metwork 2

-
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» Enterthe internal IP address range to be scanned, set whether the Agent is to be Active and type a
description for the range in the dialog and click OK'. The CIDR Range will be added in the 'CIDR Ranges'
tab.

Edit Agent (Last activity: a moment ago) b4

Common CIDR Ranges Servers

2 || < Add ‘
CIDR ACTIVE DESCRIPTION
1 10.108.0.0M6 Lacal CIDR ‘

@.153.0.0;15 Dithers Network 2

You can add as many ranges as you want by repeating the same procedure.

The Servers tab allows you to add local/remote servers for auto-installation of SSL certificates. You can add servers
at a later time by editing the agent.

«  Click 'OK"in the 'Edit Agent' interface

The agent is now configured to scan the servers covered by the specified CIDR range and can be used to run a
discovery task on the network.

To create a Discovery Task
«  Click the 'Discovery' tab then click 'Net Discovery Tasks'
+  Click 'Add'

Comodo Certificate Manager Quick Start Guide | © 2018 Comodo CA Limited | All rights reserved 1"



Comodo Certificate Manage - Quick Start Guide  comono

Creating Trust Online®

Dashboard @ Certificates [ Discovery l,:l--;;llh Reports

MNetwork Assets Met Discovery Tasks MS AD Discovery Tasks

| Y Filter

ORGANIZATION DEPARTMENT RANGES TO SCAN

Commaon Assignment Rules Schedule

“-required fields

Name* | Certs for Dithers Purchase Dept

Agent | Auto v
Ranges to Scan* ‘ Add |
| Edit
Remove

- Enter a name to identify the discovery task

» Leave 'Agent' at the default 'Auto’ setting.
»  Click 'Add' beside 'Ranges to Scan' to specify the networks/servers you wish to scan.

You can specify scan ranges in CIDR notation, by IP address or by hostname.
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[ Add Scan Range (CIDR > Scan) x ‘

@ CIDR*
192.168.12.11/16

@ P
") Hostname

Port*
443

Form Element Description

CIDR Short for 'Classless Internet DOMAIN Routing'. Type the IP address you wish to scan
followed by network prefix, e.g. 123.456.78.91/16

Enter the same CIDR value specified for the agent.

IP Type the IP address you wish to scan
Host name Enter the host name you wish to scan
Ports (required) The port number(s) through which the agent can access your targets

«  Click 'OK" when you have specified your targets.
The range will be added to the 'Ranges to Scan' field
+  Click 'OK"in the 'Add' dialog.

The 'Assignment Rules' tab lets you add rules which will assign discovered certificates to a specific
organization/department based on criteria you define.

Comodo Certificate Manager Quick Start Guide | © 2018 Comodo CA Limited | All rights reserved 13



COMODO

Creating Trust Online®

Add b4
Common Assignment Rules Schedule
| Create Mew Assignment Rule |
Available rules: Assigned rules:
[ 23234
. >
£ Up
» 1
Down
<<
Edit
»  Existing rules can be added to the task by clicking the right-arrow button.
«  Click the 'Create New Assignment Rule' button to set up a new rule:
Create New Assignment Rule X
*—required fields
Assignment Rule Name*
If certificate discovered meets all conditions below
Cornmon Name E| Matches E| Condition Value 0 I e |
Assignto .. | Dithers Construction CumpanyE| Mone E|
0K | Cancel

«  Entera name for the new rule in the first text field. Each individual rule allows you to assign certificates
to a single organization or department based on one or more conditions.

«  Set the rule conditions by modifying the parameters under 'If certificate is discovered meets all
conditions below'. For example, you could assign all certificates that contain 'example.com' in the
common name to a specific organization.

»  Use the '+' button to add more conditions. For example, you may also want to assign all certificates
that contain 'mycompany.com' to the same organization/department.

«  Select the target Organization/Department in the 'Assign to..." area.

«  Click 'OK" to save the rule. You can create multiple rules per task to assign different types of certificate
to different organizations.
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The new discovery task will be added to the list. You can now launch scans using this task.
To start a scan
»  Click the 'Discovery' tab then click 'Net Discovery Tasks'

»  Select the task you wish to execute then click 'Scan':

(%) Dashboard @- Cerlificates [, Discovery Q5 Reports

Netwark Assets Net Discovery Tasks MS AD Discovery Tasks

¥ Fiter
% | = Add || Edit Uelate History | Last ScanDetails | Clean Results
NAME RANGES TO SCAN STATE SCHEDULE | LAST SCANNED

r Dither
Purchase Dept

cars for adv 10.10051.18 Manual

10.100.93.53 Manual

«  The scan will begin immediately:

I
i Information X

o Scan has started.

Al certificates discovered by the scan will be assigned to the chosen organization/department

«  Click 'Certificates' > 'SSL Certificates' to view discovered certificates

To view the results

+  Click 'Certificates' > 'SSL Certificates' to open the certificates management area:

(%) Dashboard

S5L Cerificales Client Certificates Code Signing Certflicates Device Cerpficates

¥ Filter

f:;} Certificates [E Discovery G5 Reports 0L admins iif settings

£3 || o add | Export

COMMON HAME ORGANLZATION DEPARTMENT STATUS EXPIRES SERVE
X plask Dithers Cong Company Furchase Depanment Unmaraged (1] 03052022
X qo0 98940 Dithera Cans Company Furchese Department Unmansged (1) OMO22020
X CwEEICIG1I002TES Dithera Cons Company Purchase Department Unmanaged (1) 09/142021
*x . Dithers Cons Company Furchase Department Unmanaged (1) 01482038
Iocathost locatdomain Dithers Cong Company Furchese Depariment Unmanaged (1)  DW2672024

The discovered certificates will be displayed as a list along with details like the Organization/Department to which
they are assigned.

Comodo Certificate Manager Quick Start Guide | © 2018 Comodo CA Limited | All rights reserved 15



COMODO

Creating Trust Online®

All discovered certificates will be listed in the interface along with details such as the org/dept to which they are
assigned.

To re-assign unmanaged certificates to a different org/dept:

« Renew/replace the unmanaged certificate with a Comodo equivalent through CCM. Certificates issued by
CCM automatically have a status of 'managed'. You need to specify a new organization/department during
the renewal/application process.

OR

+ |dentify the IP addresses of the servers on which the certificate/are installed. Then run a new discovery
task on these IPs which assigns discovered certificates to your desired organization/department.

«  Select the certificate from the 'Certificates' > 'SSL Certificates' interface.

«  Click the 'Details' button at the top to view the 'Certificate Details'

- Identify the IP addresses on which the certificate is installed

« Create a new discovery task which scans just those IP addresses. Specify your new
organization/department during scan configuration.

»  After running the scan, discovered certificates will be re-assigned to the new
organization/department.

Step 4 - Add Administrators

Once you have created organizations and departments you can add and assign administrators to them.
Administrators are able to procure and manage certificates for CCM organizations and departments.

There are 7 types of administrator:

»  Master Registration Authority Officer (MRAQ)

»  Registration Authority Officer (RAO) - SSL

«  Registration Authority Officer (RAO) - SIMIME

» Registration Authority Officer (RAO) - Code Signing

+  Department Registration Authority Officer (DRAO) - SSL

+  Department Registration Authority Officer (DRAO) - SIMIME

»  Department Registration Authority Officer (DRAQ) - Code Signing
Administrative Roles:

Master Registration Authority Officer (MRAO)

- The MRAO is the top level administrator and can access all areas and functionality of the CCM interface.
They have control over the certificates, domains and notifications of all organizations and departments.

« The MRAO can also create and set the permissions of Registration Authority Officers (RAOs), Department
Registration Authority Officers (DRAQs) and end-users of any organization or department.

Registration Authority Officer (RAO)

« AnRAO is arole created by an MRAO or fellow RAO for the purpose of managing the certificates/end-
users of an organization or department.

» RAOs can create departments and DRAO administrators for their own organization. These must be
approved by the MRAO.

»  RAOs cannot create a new organization or edit the general settings of an organization — even of those
organizations of which they have been delegated control.

Department Registration Authority Officer (DRAO)

» DRAOs are created by, and subordinate to, the RAO class of administrator. They are assigned control over
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the certificates, users and domains belonging to department(s) of an organization.

- DRAOs have visibility of, and can only request certificates for, the department(s) that have been delegated
to them. They have no ability to manage certificates belonging to organizations or departments over which
they haven't been granted permissions.

It is also possible to award the same person multiple administrative roles. For example, the same person could be
an RAO SSL, an RAO SMIME and a DRAO Code Signing. See 'Administrative Roles' in the admin guide if you'd like
more details about security roles.

To add an administrator:
+  Click the 'Admins' tab to open the ‘Administrators' management area:

Dashboard @ Certificates [ Discovery

Y Filter =
2 || o Add |

NAME EMAIL LOGIN TYPE ROLE ACTIVE
) John Smith john@domain.com giri_mrao Standard MRAC Admin [¥]
) admin admin@domain.com admin Standard MRAO Admin
@ Alice Duncan alice@example.com chtougodno Standard RAQ Admin - 5L

DRAC Admin - S/IMIME,
DRAC Admin - S5L,

) Bob Smith bob@exampledomain.com  drao1 Standard DRAO Admin - Code
Signing
@ Duncan M duncan@maildomain.com drao10 Standard DRAQ Admin - 351

o ovspse 1-saoro [0 I D D

® 2007-2015. All rights reserved.

»  Click the 'Add" button to open the 'Add new Client Admin' form:
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Add New Client Admin

CREDENTIALS PRIVILEGE § ROLE
*_raquirad fialds #| Allow creation of peer adman users Expand 4
5
-
# Allow aditing of peer admin users bl
) ; # . .
Login® | jehnsmith_rao_ssl # Allow deleting of peer admin wsers RAQ Admin - 35L
- b RAC Admin - SMIME
Emairr | jsmilth@example com # Allow DCY n Ao A - Code St
ot # Alow S5L details changing bl Signing
Forenama® | <00 & " . . ific
# Allow SSL aulo approve RAQ Admin - Device Cerlificale
5 * | Smith * | DRAD Admin - SSL
Surname’ | 3 WS AP uss only (1)
. H DRAD Admin - SKIME
Titie | Mr # |13 AD Dizcovery
H DRAC Admin - Code Signing
e S # | DRAD Admin - Devics Cerficats
sireet | CA Road
Lecality | Fols
State/Province | Celifornia
Postal Coge | SFHZ
Country | Unsed 3ates v
Relationship | MRAOC Adminlstrator
Cerlificate Aum | Disabled 10

Fazsward”

Confirm Password® | ==="

——

Form Element

Description

Credentials

Login® Enter login username for the new administrator.
Email * Enter full email address of the new administrator.
Forename* Enter first name of the new administrator.
Surname*® Enter surname of the new administrator.

Title Enter the title for the new administrator.

Telephone Number

Enter the contact phone number for the new administrator.

Street

Locality
State/Province
Postal Code
Country

Enter the address details of the new administrator.

Relationship

The role of the new administrator, for example, RAO SSL Administrator.

Certificate Auth

You can specify whether the new administrator must authenticate themselves to
Certificate Manager with his/her client certificate over a https: connection prior to being
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Form Element Description

granted login rights.

Only a client certificate issued to the new administrator through CCM can be selected
for authenticating him/her. If no certificates are issued at this moment, you can select
'Disabled' from the drop-down and specify a certificate at a later time by editing the
administrator.

For more details, refer to the section 'Editing Administrators' in the Administrator Guide.

Password* Enter the password for the new administrator to access the CCM interface and reenter

Confirm Password* the same for confirmation.
The new administrator will need to change the password upon his/her first login.

You can assign admin management privileges to the new administrator. The new administrator will be able to add,
edit or remove other administrators of their own level or of lower level in the hierarchy, depending on the options
selected here.

Allow creation of peer Enables the new administrator to add new administrators from their management

admin users interface.
Allow editing of peer Enables the new administrator to edit roles of existing administrators from their
admin users management interface.

Allow deleting of peer Enables the new administrator to remove existing administrators from their
admin users management interface.

Note: The new administrator can create, edit or delete the other administrators of their own tier and administrators
of the lower tier.

Allow domain validation | The new administrator will be privileged so that the domain creation/delegation

without Dual Approval approved by the administrator will be activated immediately, without the requirement of
approval by a second MRAOQ. This checkbox will be active only for Administrators with
MRAO role.

Allow DCV Enables the new administrator to initiate Domain Control Validation (DCV) process for
newly created domains. The privilege is available only for MRAO and RAO/DRAO SSL
Administrators.

Allow SSL Details Enables the new MRAO or RAO/DRAO SSL administrator to change the details of SSL
changing certificates from the Certificates > SSL Certificates interface.

Allow SSL auto approve | SSL certificates requested by the MRAO administrator are automatically approved.

Certificates requested by RAO/DRAO SSL admins are automatically approved by the
administrator of same level and await approval from a higher level administrator.

WS API use only The administrator account can only be used for API integration. CCM GUI access will
not be allowed for this account.

MS AD Discovery Allows access to the Settings > Agents > MS Agents interface. From here, admins can
integrate an Active Directory server with CCM by downloading and installing the MS
agent. Admins can also view certificates/web servers discovered by the agents during
an AD discovery scan.

Note: 'Allow domain validation without Dual Approval' and 'Allow DCV' fields will only be visible if the features are
enabled for your account.
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Form Element Description

You can assign the role to the new administrator and assign them to their Organizations and Departments.
«  MRAOAdmin | The new Administrator can be assigned to a particular Organization/Department by
. RAOAdmin selecting the appropriate Organization/Department from the list that appears after
selecting a role. All Organizations are listed by default. Clicking the '+' button beside the
SSL I . .
Organization name expands the tree structure to display the Departments associated
+  RAOAdmin with the Organization.
SIMIME »  Clicking on 'Expand All' expands the tree structure to display all the
«  RAO Admin Departments under each Organization.
Code Signing »  Clicking on 'Collapse All' in the expanded view collapses the tree structure of
«  RAO Device all the Organizations and hides the Departments under each Organization.
Cert
«  DRAO Admin
SSL
«  DRAO Admin
SIMIME
«  DRAO Admin
Code Signing
« DRAO Device
Cert

«  Complete the 'Add New Client Admin' form and click 'OK'.

You can communicate the login URL for CCM, the username and password to the new administrator through any
out-of-band communication like email, enabling them to login to CCM. Upon their first login, they will be prompted to
change their password.

* Repeat the process to add more administrators.

Step 5 - Add Domains and delegate them to
Organizations/Departments

« The next step is to add the domains to which you want to issue certificates, and to delegate them to
organizations or departments.

»  Domains added by RAOs and DRAOs must be approved by an admin higher authority level.
+  Each domain must pass domain control validation (DCV) before certificates can be issued to it.
The domain approval structure is as follows:
*  MRAOs can add and manage domains for any organization/department. New domains are auto-approved .

*  RAOs can add and manage domains for organizations that have been delegated to them (and any
departments of those organizations). Any domains they add must be approved by two MRAOs with
appropriate privileges, or by one MRAO with the 'Domain validation without Dual Approval' privilege.

« RAOs can add and manage domains for departments that have been delegated to them. Any domains they
add must first be approved by the RAO admin of the organization to which the department belongs. Next,
they must be approved by two MRAOs with appropriate privileges or by one MRAO with the 'Domain
validation without Dual Approval' privilege.

Note: Dual MRAO Approval for created Domains and Domain Control Validation (DCV) options will be visible only
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if the respective features are enabled for your account.

To add and delegate a new domain
«  Open the 'Domain Delegations' interface by clicking the 'Settings' > 'Domains' and then clicking
'Delegations'.

«  Click the 'Add" button at the top left of the 'Domain Delegations' interface. This will open the 'Create domain'
dialog.

Dashboard @ Certificates [E Discovery

.
Organizations " BLLIETERR) Motifications Encryption Access Control Private Key Store Email Template Cerificates

{ Delegations Pl

Yy Filter

E !

Create Domain X

Damain® | dtherprojects.com
Cescription
Adtive [

Organizations/Departments S5L  SMIME  Code Signing

® ¥ Dithers Construction Company il il [¥]
@ [ Elegant Company

@ 7] Firstcome

Expand All

Field Name Description

Domain The domain name

Description A short description of the domain.

Organizations/Departmen | Choose the organization/department to which the domain should be delegated. All

ts organizations are listed by default. Click the '+' button beside an organization to view its
departments. A single domain can be delegated to more than one
Organization/Department.
If required, you can re-delegate the domain to a different Organization/Department at a
later time.

SSL, SIMIME, Code Specify the types of certificates that can be requested for the domain.

Signing

Active Activate or deactivate the domain. You cannot order certificates for inactive domains.

Default = Active.
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«  Enter the details as shown above and click 'OK'.

The domain will be added to CCM and delegated to the selected Organization/Department with the delegation
status 'Approved!, if added by an MRAO admin or 'Requested' if added by a RAO or DRAO admin. Once approved,
you can start the DCV process.

«  MRAO admins can initiate DCV process for all registered Domains.

«  RAO admins can initiate DCV process for the domains delegated to the Organizations that are
administrated by them.

«  DRAO admins can initiate DCV process for domains delegated to the Departments that are administrated
by them.

DCV can be carried out in three ways:

»  Email - An activation email will be sent to the domain administrator. The domain will be validated on
clicking the validation link in the email by the domain administrator.

e HTTP/HTTPS - CCM generates a text file to be placed in the root of the web server. You can download and
forward the .txt file to the domain administrator and instruct them to place the file in the web server. CCM
can validate the domain by the presence of the text file in the server.

«  CNAME - CCM creates a DNS CNAME record for the domain. You can forward the record to the domain
administrator and instruct them to create a DNS record using the same. CCM can validate the domain
through its DNS record.

This section explains the simple Email method of DCV to start with. If you require details on HTTPS/HTTP and
CNAME methods, please refer to the section 'Validating the Domain' in the Administrator guide.
To initiate DCV for a Domain

1. Open the DCV interface by clicking 'Settings' > 'Domains' > 'DCV".

2. Next, initiate DCV by selecting the domain and clicking the 'DCV' button that appears at the top. This will
open the DCV wizard:
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{7} Dashboard @ Cerlificales [#, Discovery (5 Reporis
Qrganizaions m Holifcalions Encryplion Access Conlral Privabe Key Siong Email Template Cenificales Agenis Assignment Rules

Delegabons Doy

W Filler iz Rpplied L3

DOV STATUS DCV EXPIRATION METHOD
Subrmiltad
SuBmitaa EMAIL
Domain - dithersprojects_com x

Henquested Domain Mame  dithersprojects.com
DCV Status  Mod Sared
DGy Maethod

Select a Domain Control Validation method you wam 1o use:
@ Email
HTTP
2 HTTPS
! CHAME

Cancel Back

«  Select the Email from as the 'DCV method and click 'Next'

On selection of EMAIL method, the next step allows you to select the email address of the Domain Administrator for
sending the validation email.
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Domain - dithersprojects.com

n Email Selection —— Awaiting Validation

Requested Domain Mame dithersprojects.com

DCV Status Mot Started

DCV Method  Email

Select an email address that will be used for validation:

B

admin@dithersprojects.com
administrator@dithersprojects.com
hostmaster@dithersprojects.com
postmaster@dithersprojects.com
webmaster@dithersprojects.com

Cancel

3. Select the email address of the administrator who can receive and respond to the validation mail from the
drop-down and click 'Validate'.

An automated email will be sent to the selected Domain Administrator email address. The DCV status of the Domain
will change to "Submitted'.
Domain - dithersprojects.com
n Email Selection — B Awaiting Validation
Requested Domain Mame dithersprojects.com

DCV Status  Submitted
DCV Method  Email

Avalidation letter was sent to admin@dithersprojects.com
Please follow the instructions it contains.

Cancel

Back Resat

On receiving the email, the domain administrator should click the validation link in it and enter the validation code in
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the validation from that appears on clicking the validation link in order to complete the validation process. Once
completed, the DCV status of the Domain will change to 'Validated'.

You can now request and approve certificates for the domain.

Step 6 - Manage Certificates

You can begin requesting certificates for a domain after it has been delegated to an org/dept and has passed
domain control validation (DCV). The following sections explain more about each type of certificate:

» Request and Issuance of SSL Certificates
» Request and Issuance of Client Certificates
* Request and Issuance of Code Signing Certificates

* Request and Issuance of Device Authentication Certificates

Request and Issuance of SSL Certificates

CCM allows you to apply for SSL certificates for DCV validated domains in the following ways:

«  Automatic enrollment, request and installation - You can configure CCM to create certificate requests
for enrolled domains then automatically install the certificate on the web server. Agents installed on a
server in the network can automatically generate a CSR and forward it to CCM to create a certificate
request for admin approval. Once approved and issued, the agent will collect the certificate and install on
the target server. The agent can also renew an expiring certificate in the same manner.

- Self-enrollment by external applicant - You can direct applicants to the request form to order SSL
certificates for their domains. Applicants using this method must validate their application to Certificate
Manager by:

Entering the appropriate Access Code specified for their Organization or Department. The Access
Code is a mixture of alpha and numeric characters specified for the Organization/Department
when it was created.

and
«  The email address they enter on the form must be from the domain that the certificate application
is for. This domain must belong to the same Organization or Department.

« Using Built-in Wizard - Admins can login and request SSL certificates using the built-in wizard available in
the CCM console. After the form is submitted and the request approved, CCM will send a collection email
to you (or to you and an external applicant if required). You or the external applicant can download the
certificate and install it on the target server.

The reminder of this section explains request and issuance of the certificate using the built-in wizard (manual CSR
generation). For detailed explanations and tutorials on the other methods, refer to the section 'Request and
Issuance of SSL Certificates' in the Administrative guide.

To apply for a SSL certificate

»  Open the SSL Certificates management area by clicking the 'Certificates' tab and then clicking 'SSL
Certificates'.

»  Click the 'Add" button (as shown below):
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Dashboard @ Certificates @ Discovery

| Filter

:Q Export | Details || Renew || Revoke Replace

COMMON NAME ORGANIZATION DEPARTMENT
|| *.ccmga.com org lss
[« local andrey1 Iz
.l *google.com* org? dept
* google.com * org? dend

SSL Cerificates Client Certificates Code Signing Certificates Device Certificates

«  This will open the 'Request New SSL Certificate’ wizard:

Reguest Mew 551 Certificate x
n:*-.*_.'- El =5 —E’=.=|r Infa \II 1o renew —El LILA

® Manual creaton of CHR

e
Audo-frfaians 8

Aulte generation of CSRWL

By seiechng this made you Wil have CSR generaled sufomancaly based on grovded infovmation with ng 55 cantficale auto-nstalston
SBIVICE

Yais W a abiad 3 ac e P o at cale and
i affey {3

Auln generabion of CSR win aubo nstalkas

= 5 " e

§ o

»  Select the first option, 'Manual creation of CSR', and click 'Next'.
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Request Mew 551 Certificate X
(1] mote — [ 5% ——[8 ] sasic o —— [ 4 J auto renew — 5 |

GSR | -----PEGIN CERTIFICATE REQUEST-----
FLICrTOCAZ L AQiwa DE LM kGa TUE BRMCVWcE S A0BghVBAMOH FEXFhLeh o TEL
METGAIUEBmwLLIZFuT EFudd SusBa O AT 8 g St obA LTS aDA Y T TDAWLTXh
£ TESHEAGALLE Cuwd THFy a 2WBaWMSnMT TR T JANEER qhi 1 GRwREA)EFAADC A0EANTTE
CEECAQEAEDENSArT e EqyB+DEDTRY/ 5 28UKET TR IE2 F2E15 Thne k4 du IkHa ]
1StoARSNIIL OGAHAT 2207 JoadE  2nfUrAUZe tFuIBWEN00w+C rale I o YZCzaBns
¥/ pzKz 10cSUF R+t eBynod JuBngRvy o gl skiorHa gdztighza iR iineiv FOHF
# V30l ME I +WSorwiF Frah Dol BT sicar s s 2kéaufii s U elBy j
16dLa50VFdF] 26peB 1 Tr 1pbC4tis ratnlg
E55Q/HINBEUL @5 RDT 30, eGq T 45 QTNAGMECAARDYY TKCT T i c BAQEL BRADgRER
ASKYMRRTFUXASH al4MP o a1 8l et emg s T UBE-E TR TS r Skl 60 Sl T /B0
BEXCEELMyICIADATEFHPTZATWS R SrEREVIVITt IFAFVEREOVD {1 cgnarkvonhs
0GQnOTREYUATH-QER TS5 +B8dTy ol dSértowl ERcHVL JE LN UQQLF IMQDSw0e
TmdczLE LG In fypxSdpl Jo9 1T Snaxpwl V4 18TCR0z Ly crpR Lus BrhiL 24T
PegtpHE SuAd+Mroed=-Md TdDag+Ge sl 3L 00r -t oenSpT 1w G IKT7 cthOme LaBR
G 24ILTVI ZcobEARp sk
END CERTIFICATE REQUEST

gl Trgtrc BSFALHEKKOTGd pMlasdFE

Max CSR zize s 12K | Upload CSR

Paste your 'Certificate Signing Request' (CSR) into this field in order for Comodo CA to process your application and
issue the certificate for the domain.

The CSR can be entered in two ways:
» Paste the CSR directly into this field
» Upload the CSR as a .txt file by clicking the 'Upload CSR' button

Background:
« In public key infrastructure systems, a certificate signing request (also CSR or certification request) is a
message sent from an applicant to a certificate authority in order to apply for a digital identity certificate.

- Before creating a CSR, the applicant first generates a key pair, keeping the private key secret.
« The CSR contains information identifying the applicant and the public key chosen by the applicant.
« The corresponding private key is not included in the CSR, but is used to digitally sign the entire request.

« The CSR may be accompanied by other credentials or proofs of identity required by the certificate
authority, and the certificate authority may contact the applicant for further information.

»  Upon uploading or pasting the CSR, the form will automatically parse the CSR.

« Administrators that require assistance to generate a CSR should consult the Comodo knowledgebase
article for their web server type here:

https://support.comodo.com/index.php?
_m=knowledgebase&_a=view&parentcategoryid=33&pcid=1&nav=0,1

Special Note regarding MDC applications: The CSR you generate only needs to be for the single 'Common
Name' (aka the 'Primary Domain Name'). You should type the additional domains that you require in the 'Subject
Alternative Name' field' on this form.

+  Click 'Next'
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Request Mew 55L Certificate x
(7] wose — 7] csr —— I asic o —— [7] auto renew —— [§ ] Euin
Organizatian® | orgil v | ¥ Refresh
Depariment® | Mo Ll
Cenificale Type® | insiant 551 T
Camhcala Term® | 1 year T
Common Name™ | cormga cam Gat rom GSR
Sarver Sotware” | DTHER T
Clck hese for advanced oplions
Clese = Back m
Form Element Type Description
Organization Drop- Choose the organization that the SSL certificate will belong to.
(required) down list

Department (required) | Drop- Choose the Department that the SSL certificate will belong to.

down list
Certificate Type Drop- Choose Type of the certificate that the applicant wishes to order. See
(required) down list | Appendix - Comodo SSL Certificates for a list of certificate types.
Certificate Term Drop- Select the term length of the certificate.
(required) down list
Common Name Text Field | Type the domain that the certificate will be issued to.
(required) + Single Domain certificates - enter domain name using the form:
domain.com.
«  Wildcard Certificates - enter domain name using the form:
*.domain.com.
«  Multi-Domain Certificates - enter the primary domain name using the
form: domain.com.
Get CN from CSR Control »  Once the CSR has been entered correctly, clicking this button will
(optional) auto-populate the Common Name (CN) field.

«  This method helps avoid human error by ensuring the domain name
in the application form exactly matches the domain in the CSR.

e |fthe domain name mentioned in the form does not match the one in
the CSR, then Comodo CA will not be able to issue the certificate.

Special Note regarding MDC applications: In order to successfully order a
Multi-Domain Certificate, the applicant need only list the additional domains in
the SAN field on this form. In certain circumstances, however, the applicant
may have created a CSR that already contains these Subject Alternative
Names. In this case, clicking the 'Get CN from CSR' button will also auto-
populate the 'Subject Alternative Names' form fields as well as the 'Common
Name' field.
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Description

Server Software Drop- Select the server software that is used to operate their web server (for

(required) down list |example, Apache, IIS etc). Installation support documentation is available
from Comodo support portal here:
https://support.comodo.com/index.php?
_m=knowledgebase&_a=view&parentcategoryid=1&pcid=0&nav=0

Subject Alternative Text Field | If the certificate 'Type' is a Multi-Domain Certificate (MDC) then the applicant

Names (required for should list the 'Subj Alt Name' additional domains here. Each domain should

Multi Domain be separated by a comma.

certificates)

Click here for Text Clicking this link will expand the advanced options:

advanced options Fields

Reaguaziar

HRAD

Exwmal Raguariar

Address 45 1 wil appear bn the Cerificale Remave
Aedtirass] | Rl 1,3
Medtirass2 | Rl 7. 7
Meddrezsd

Ciy | it
Blaka ar Prawinog | A

Postal Cog | 12348

»  Requester — This field is auto-populated with the name of the
administrator making the application.

- External Requester (optional) - If the application is made on behalf
of an external applicant enter the email address of the external
requester in this field, The applicant will also receive a certificate
collection email.

Note: The 'Requester will still be the administrator that is completing
this form (to view this, open the 'Certificates Management' area and
click 'View' next to the certificate in question.) The email address of
the 'External Requester' will be displayed as the 'External Requester'
in the 'View' dialog of an issued certificate. This field is not required
when requesting for EV SSL certificate and hence will be hidden.

«  Comments (optional) - Enter your comments on the certificate.
Address fields in the certificate

« The address fields are auto-populated from the details in the
'General Properties' tab of the Organization or Department on
whose behalf this certificate request is being made.

»  These fields cannot be modified but, in the case of OV level
certificates, the administrator can choose to omit them from the
certificate by selecting the 'Remove' checkbox next to the fields.

»  The allowed address details will appear in the issued certificate and
the removed details will appear as "Details Omitted".

For EV level certificates, it is mandatory to include organization name,
address, incorporating or registration agency, certificate requester and
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Form Element Type Description

contract signer. It is not possible to remove these fields from the Comodo EV
or Comodo EV MDC forms.

+  Click 'Next'
The EV details form is next if you choose EV certificate type:

Request New SSL Certificate

LT“I-_..,_;___@._-_;_:_ _IE' Bagi ,-,r:_u EV Deta _E.h.-_@ EULA

Incorporation or Registration Agency

I peraling Fegiralion
Agency

Main Telephons Mumbsr

JurtsEclion of InCorporation
City or Town

‘Hate or Provings of
Inceparation

Courry of Incoeporanion” -
Ragistabon Mumbar

Date of Incoeporation =

Contract Signer

Title*

Forersame*
Suframe”

Emai

Tekphone Mumbsr
Sireal

Localty
State/Province

Fostal Code”

Claga

«  The details you need to complete depends on the EV mode activated for your account.

«  This is same information as provided in the EV details tab when adding a new organization. If the EV type
is 'RA" for your account, this will be auto-populated.

+  Click 'Next' when all required fields are complete.
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Request Mew SSL Certificate x
[T et — (] o —— (] s o — [ vt ren — (5] et
Hare wou can sel aulo-remewal of Mg cerlificals in advandce of is axpiralion. The=e s2ings can be ediled in he comificate delails lakar on
Enatie aubo renewal of this cerlificabe
Mumbsr of days Before sxpiration o stan auto renewsl | 30
| I

The next step is to configure the auto-renewal options.

- Enable auto renewal of this certificate — Select this to have CCM apply for a new certificate when this
one approaches expiry.

»  Number of days before expiration to start auto renewal - Choose the number of days in advance of
expiry that the renewal process should start. On the scheduled day, the certificate controller will

automatically generate a new CSR using the same certificate parameters as the existing certificate
and submit it to the CA.

+  Click 'Next'

Request Mew S5 Certificate

; ':?-. r E n-- 3

Subscrbar Agraemant
lipenses for S5L

Frint

o | agres " 7 agres chackbor wik Be anddded ance you fevah resdmg the agressnand and Mdsfvs senal 1§ Mo ballom

Clese

< Batk K

The final stage is to agree to the EULA.

» Read the EULA fully and accept to by the selecting 'l Agree' checkbox.
«  Click 'OK" to submit the application

The certificate will be added to the list in the 'Certificates' > 'SSL Certificates' interface, with the status 'Requested'.
The next step is to approve the request.

To approve the certificate request

«  Choose the certificate from the 'Certificates' > 'SSL Certificates' interface and click 'Approve'.
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Dashboard @ Certificates EQ Discovery
S5L Certificates Client Certificates Code Signing Certificates Device Cerfificates
| Y Filter

|42 || 4+ Add || Export ||| Edit || Detaits (| Approve ) Decime |
|  COMMON NAME Apprmral Message ¢ » STATU S
|« ccmga.com Requeste
ccmaa.com “-required fields Issued
* CCMOa.com Message” Issued

local Your 551 cert reqguest is approved.

« Enter a message that will be sent along with the approval notification email.

« Click 'OK".
Once an administrator has approved the request, the certificate status will change to ‘Approved'. CCM will forward
the application to Comodo CA and the status will change to 'Applied'. Comodo will issue the certificate if validation is

successful. CCM will send a Certificate Collection email to the certificate requester and the 'Status' of the
certificate will change to 'Issued'.

The next step is to collect the certificate. This can be done is two ways:
« Through Certificate Collection Email
»  From the CCM interface

Collection of SSL Certificate Through Email

Once the certificate has been issued, CCM will automatically send a collection email to you and the external
applicant. The email will contain a summary of the certificate details, a link to the certificate collection form and a
unique certificate ID that will be used for validation.
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= Enrollment Successful - Yo.., »x

File Edit View Go Message Tools Help

2 4 N & > Q
o - - Search... <Cirl+K
Get Messages Write Chat Address Book Tag CQuick Filter o i L

4 Reply  =p Forward Archive | @ Junk & Delete

Frorm CCM =support@cert-manager.com:

Subject Emrollment Successful - Your SSL certificate is ready 3/31/2015 4:52 PM
i To John Smith Other Actions -
Hello, 5

You have successfully enrolled for a 55L certificate.
| You now need to complete the following steps:

*= Click the following link to download your S5S5L certificate
Format(s) most suitable for your server software:

b as X5P9, Basebd4 encoded: hitps://cert-manager.com/customer,/static
i /ss|?action=download&ss|ld=77883&format=x509

m

Other available formats:
as PKCS#7 Basebd encoded: hitps://cert-manager.com/customer/static
/ss|Faction=download&ss|ld=77883&format=baseis4
| as PKCS#7 Bin encoded: https://cert-manager.com/customer/static
N /ssl?action=download&sslId=77883&format=hin
as X589 Certificate only, Basebfd4 encoded:
hitps://cert-manager.com/customer/static/ssl7action=download&sslId=77883&format=x509C0

as X509 Intermediates/root only, Basefd encoded:
hitps://cert-manager.com/customer/static/ssl?action=download&ss!Id=77883&format=x50910

as X589 Intermediates/root only Reverse, Basetd encoded:
hittps://cart-manager.com/fcustomer/static/ssl?action=download&sslId=77883&format=x509I0R

* Import your new certificate into your server (Please contact your
administrator for help with this).

"B Mo messages to download

« By clicking the link in the collection email, you/external applicant will be able to download the certificate file.
The certificate can now be installed on the server.

The precise installation process depends on the web server type and a range of installation guides are available at
the Comodo support website at:

https://support.Comodo.com/index.php?_m=knowledgebase&_a=view&parentcategoryid=1&pcid=0&nav

First select the Comodo certificate type and then choose the appropriate web server software to view a detailed
guide explaining the import process.

Collection of SSL certificate from CCM interface
You can download the certificate from the SSL Certificates management area of the CCM console.

To download the certificate

»  Open the SSL Certificates management area by clicking the 'Certificates' tab and then clicking 'SSL
Certificates'.

»  Choose the certificate and click the 'Details' button from the top.
The certificate details dialog will appear.
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Dashboard @ Certificates Discovery Code Signing on Demand

S5 Certificates Client Certificates Code Signing Cerificates Device Certificates

Details

W Filter

t.'_..-l' +,a..,1r_t: Export Renew | Revoke Replace

COMMON NAME ORGANIZATION DEPARTMENT STATUS EXPIRES
G) CCMga. com orgi dep1 Issued (2092015 [
SEAS SR A nrrd Icciand AXN0ING [ 1]
SSL Certificate: ccmga.com | PKC3#T Base64

| PKCS#T Binary
3€ X500 Base6d |
| X500 Cerificate only
X 509 Intermediate[s¥Root .
Commeon Mame | 509 Rootintermediate(s) |

State | P12 Certificate and Frivale key

Download The Certificate

Private Kay

Passphrase

Show Pass-phrase S

Order Number 1777575 ublic ¢
Vendor Comodo CA Limited
Dizcovery Statuz Not deployed
Self-Enrollment Certificate ID 82723
Type Instant $SL
Server Software OTHER

Sarver Softwara State

Term 1 year

»  Click the 'Select' button
«  Click the appropriate button to download the certificate in desired format.
The certificate can now be installed on the server.

The precise installation process depends on the web server type and a range of installation guides are available at
the Comodo support website at:
https://support.Comodo.com/index.php?_m=knowledgebase&_a=view&parentcategoryid=1&pcid=0&nav

First select the Comodo certificate type and then choose the appropriate web server software to view a detailed
guide explaining the import process.
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Request and Issuance of Client Certificates

CCM allows you to issue client certificates to end-users for enrolled domains. Client certificates can only be issued
for domains which have been delegated to an organization or department.

Client certificates can be requested/issued in two ways:

« Adding End-users to CCM - You can add end-users to CCM by entering their details manually or by
importing a list of end-users from a CSV file. You can then initiate the issuance process by sending end-
users an invitation mail from the CCM console. On clicking the validation link in the email, the user will be
presented with a certificate registration form which they need to complete and submit. After issuance, CCM
will send a collection email to the user so they can download and install the certificate.

- Auto-creation of end-users by self-enrollment - End-users can enroll themselves to CCM by completing
the self-enrollment form. Users must enter the 'Access Code' or 'Secret code' specific to the organization to
which the domain belongs. The Access Code and the Secret code are specified under the 'Client
Certificates' tab in the Create/Edit Organization/Department dialog. Upon successful validation of the
application, the end-user will be automatically added to CCM and will receive a collection email to
download and install the certificate.

The reminder of this section explains the method of manually adding the end-users and provisioning them with
client certificates. For detailed explanations on directing end-users to self enrollment, refer to the section 'Request
and Issuance of Client Certificates' in the Administrator guide.

You can add client certificate end-users to CCM in the following ways:

« Manually enter the details of each end-user - You need to enter the details of each user manually in the
'‘Add New Person' form to add the user to CCM. The 'Add New Person' form is accessible from the 'Client
Certificates' area under the 'Certificates' tab in the CCM console.

+ Import a list of users from a CSV file - You can create a .csv file containing a list of users with details like
user name, email address, Organization, Department and so on. Each entry should have six mandatory
and six optional fields for the details, in a specified order. You can upload the .csv file to the 'Client
Certificates' area under the Certificates tab in the CCM console to add the users in the list to CCM.

«  Auto-enroll users through Active Directory (AD) Integration - You can integrate your AD server with
CCM by installing the CCM AD agent. You can then automatically import end-users and provision client
certificates to them. For more details, contact your Comodo Account Manager.

This section explains the process of manually adding the end-users. For explanations and tutorials on importing
users from a .csv file, refer to the section '‘Request and Issuance of Client Certificates' in the Administrator guide.

To add an end-user

«  Open the 'Client Certificates' management area by clicking the 'Certificates' tab and then clicking 'Client
Certificates'.

»  Click the 'Add" button to open the 'Add New Person' form:
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35L Cerificates ‘ Client Cerificates | Code Signing Cerificates  Device Certificates

W Filter
D m Export Import from C5V
NAME EMAIL ORG
| Add New Person 5 ]

*-required fields

Organization | Dithers Construction Company E|
Department | Mone E|

Domain | dithersprojects.com

Email Address* = dagwood {@dithersprojects.com

First Mame* | Bumpsted
Middle Mame
Last WMame* | Dagwood
Secret|D | 12abcds

Validation Type | Standard E|

0K Cancel

Form Element Description

Organization Select the Organization that they wish the new end-user belongs to.
Department If required, choose the Department that the end-user belongs to.
Domain The drop-down lists the domains delegated to the selected organization/department.

Choose the domain to which the user is belongs. The domain must have passed DCV
and the email address of the user should be from the same domain.

Email Address Enter the username part of the email address of the user. The domain part is
automatically entered as the domain chosen.

First Name Enter the first name of the end-user.

Middle Name If required, enter the middle name of the end-user.
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Form Element Description
Last Name Enter the last name of the end-user.
Note: The combined length of First Name and the Last name should not exceed 64
characters.
Secret ID A'Secret ID' (or 'Secret Identifier’/SID) is used to identify the details of an existing end-

user in CCM. Assigning SIDs to users will simplify the client certificate enrollment
process for those users and therefore help eliminate errors. This is because, as the
details of the user are already stored, the end-user need only specify the email address

If you wish to allow enroliment by Secret ID then fill this field with a alpha-numeric
string.

Validation Type Note: The 'Validation Type' drop-down will only be visible if enabled by your Comodo
account manager.

You can specify the type of client certificate that is issued to an applicant. The
difference between the two lies in the degree of user authentication carried out prior to
issuance.

The two options are 'Standard' and 'High'.

'Standard' certificates can be issued quickly and take advantage of the user
authentication mechanisms that are built into CCM.

A user applying for a 'Standard Personal Validation' certificate is authenticated using the
following criteria:

«  User must apply for a certificate from an email address @ a domain that has
been delegated to the issuing Organization

«  The Organization has been independently validated by an web-trust accredited
Certificate Authority as the owner of that domain

«  User must know either a unique Access Code or Secret ID that should be
entered at the certificate enroliment form. These will have been communicated
by the administrator to the user via out-of-band communication.

+  User must be able to receive an automated confirmation email sent to the
email address of the certificate that they are applying for. The email will
contain a validation code that the user will need to enter at the certificate
collection web page.

'High Personal Validation' certificates require that the user undergo the validation steps
listed above AND

+  Face-to-Face meeting with the issuing Organization

Note: The additional validation steps must be completed PRIOR to the administrator
selecting 'High Personal Validation' type.

Principal Name Note: The 'Principle Name' field will only be visible if 'Principal Name Support' is
enabled by your Comodo account manager.

You can enter the email address that should appear as principal name in the certificate
to be issued.

Note: For the Organizations/Departments enabled for Principal Name support, the
client certificates issued to the end-users of the Organization/Department will include an
additional name - Principal Name, in addition to the RFC822 name in the Subject
Alternative Name(SAN) field. If included, the Principal Name will be the primary email
address of the end-user to whom the certificate is issued. But this can be customized at
a later time by editing the end-user if Principal Name Customization is enabled for the
Organization/Department.
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Form Element Description

Administrators can check whether an Organization or Department is enabled for
Principal Name support from the 'Settings' interface. Click 'Settings' > 'Organizations’,
select an organization in the list, click the 'Edit button' and open the 'Client Cert' tab.

This field will be grayed out for organizations that do not have Principal Name support
enabled. If Principal Name support is enabled for an organization but not for the
department, this field will be auto populated with the email address entered in the Email
Address field.

Copy E-Mail Auto-fills the Principal Name field with the email address entered in the E-mail Address
field.

»  Enter the details of the end-user as explained above and click 'OK'.

The end-user's details can be modified at any time by clicking the 'Edit' button at the top after selecting the
checkbox next to their name in the main list of end-users. If any information in this dialog is changed, with the
exception of Secret ID, any previously issued client certificates for this email address shall be automatically
revoked. CCM maintains a username history. If the username is changed, the Administrator will still be able to
search for the client certificates using both the old name and the new name.

The user will be added to the list of users in the Client Certificates interface.

5| I ertificates E iscovery eports L Admins il ings = u
Dashboard @) certificat Di 5 Report 02 Admi T8 sett "] About

S5L Certificates Client Cerificates Code Signing Cerificates  Device Ceriificates

Y Filter v
HE o= Add Export || Importfrom CSV ||| Edit || Delete || Certificates

NAME EMAIL ORGAHIZATION DEPARTMENT

Dithers Construction

@ Bumpsted Dagwood dagwood@dithersprojects.com Company

*  Repeat the process to add more number of users.
To initiate enrollment for the end-user for client certificate

«  Open the 'Client Certificates' management area by clicking the 'Certificates' tab and then clicking 'Client
Certificates'.

«  Select the user and click 'Certificates' from the options at the top.
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35L Cerificates Client Certificates Code Signing Cerificates Device Certificates

Y Filter

£3 || 4= add || Export || Importfromcsv ||| Edit |

.| Certificates |

ORGANIZATION

EMAIL
Dithers Construction
Company

umpsted Dagwood dagwood@dithersprojects. g

| Certificates for: dagwood@dithersprojects_com

Y Filter
8 Send Invitation Invitation not sent
ORDERED REVOKED EXPIRES CERTIFICATE TYPE ORDER NUMBER

There is no data to display
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SERIAL NUMBER E.§T

15 o 0-0trs [ D D D

=n

«  Click 'Send Invitation'.

A confirmation dialog will appear.
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Confirm Invitation x

First Mame Bumpsted
Middle Mame
Last Mame Dagwood
Email Address dagwood@dithersprojects.com
Crganization Dithers Construction Company
Department

Certificate Type* | High Persona Validated Cert

Term* |1 year E|

»  Certificate Type - If your Organization's account has been enabled for High Personal Validated
Certificates AND the administrator has specified a 'Validation Type' of 'High' * for this user THEN
the 'Certificate Type' value will be a drop down menu rather than flat text. This menu will offer a
choice between sending an invitation for a 'High Personal Validated' or a "Standard Personal
Validated' certificate. The default choice is 'High Personal Validated'.

»  Certificate Term - You can choose the term length for the certificate to be issued to the end-user.
The "Term' drop-down displays the term options allowed for your Organization.

»  Click 'OK.
An invitation email will be sent to the end-user.
»  Repeat the process to enroll more users.

The invitation email will contain the URL of the certificate validation form, a request validation code and instructions
for downloading the certificate. The request code will be contained within the URL so that applicants can simply click
the link or copy and paste the URL in their browser. On completion of the validation and user registration processes,
a certificate collection form will appear, enabling the end-user to download and save the certificate. An example mail
is shown below.
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i 4 e 3
ril Inbox - Unified Folders | = Invitation Email - You hav...

4 Reply = Forward Archive
From CCM <support@cert-manager.com=
Subject Inwitation Email - You have requested email certificate validation.
To Bumpsted Dagwood

Dear Bumpsted Dagwood,
You now need to complete the following steps:

*= Click the following link to validate your email
hitps://cert-manager.com/customer/static/smime?action=invitefrequestCode=
EPQQNUBEQR630IL-PArOrpRP&email=dagwood?A@dithersprojectsklecom (If the

link doesn't work please copy request code BPQgMUBBQBG638Bh1L-PSrOrpRP a
into proper field in the validation form).

Your request code: BPQgNUBSQBG638hlL-PSrOrpRP
* Type in a PIN to protect your email certificate

a safe place on your hard drive.

link for instructions)

=

et “:I'Evl
x\
File Edit View Go Message Tools Help
2 4 = 2 ? Q —
E hd A y Search... <Cirl+K =
Get Messages Write  Chat  AddressBook | Tag  QuickFilter - i plE

* Click 'Download' to collect your certificate. You should save this file to

* Import your new certificate into your email client and/or internet browser.
{(Please contact your administrator for help with this/Please click the following

® Junk  ® Delete

12:59 PM
Other Actions ~

+

nd paste it

Upon clicking the link the user will be taken to the user registration form.

Comodo Certificate Manager Quick Start Guide | © 2018 Comodo CA Limited | All rights reserved

41



COMODO

Creating Trust Online®

cCOMODO
Certificate Manager

User Registration

Code:* | BPQgNUESQEE30hIL-PIrOrpRP
Email: * | dagwood@dithersprojects.com

Cerlificate Type: | High Persona Validated Cert

PIM: @
Re-type PIN:
Self Enrollment Passphrase: * @

Re-type Self Enrollment Passphrase: *

Select address fields to remove from the certificate.

Address as itwill appear in certificate Remaove
Address1: | Avenue Road O
AddressZ:
Address3:
City: | Riverdale [
State or province: | Alabama O
Postal Code: | 123456 [

Employee 1D *

1
Comodo ePKI Certificate Manager Agreement — EV Enabled |4
THIS AGREEMEMNT CONTAINS A BINDING ARBITRATION CLAUSE. PLEASE
READ THE

AGREEMENT CAREFULLY BEFORE ACCEPTIMNG THE TERMS AMD
CONDITIONS.

IMPORTANT—PLEASE READ THESE TERMS AND CONDITIONS
CAREFULLY BEFORE APPLYING

FOR, ACCEPTING, OR USING YOLR COMODO EFKI CERTIFICATE
MAMAGER ACCOUNT OR THE

CERTIFICATE MANAGER SOFTWARE. BY USING, APPLYING FOR,
ACCESSING, OR

PURCHASING A CERTIFICATE MANAGER ACCOUNT OR USING OR
ACCESSING CERTIFICATE

MAMAGER OR BY ACCEPTING THIS AGREEMENT BY CLICKING OM °|
ACCEPT BELOW YOU

ACKMOWLEDGE THAT YOU HAVE READ THIS LICEMSE AGREEMENT AMND
THAT YOU

UNDERSTAND IT, THAT YOU AGREE TO AMD ACCEPT THE TERMS AS -

| accept the terms and conditions.*
Scroll to bottom of the agreement to activate check box.
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Form Element Description

Code (required) The validation request code. This field is auto-populated when the
applicant clicks the validation link contained in the email.

Email (required) Email address of the applicant. This field is auto-populated.

PIN (required) The applicant should specify a PIN for the certificate to protect the
certificate.

Re-type PIN (required) Confirmation of the above.

Pass-Phrase (required) The end-user needs to enter a pass-phrase for their certificate. This

phrase is needed to revoke the certificate should the situation arise.

Select address fields to remove from | By default, the address details are displayed in the 'Certificate Details'
the certificate (optional) dialog. The applicant can hide these details selectively by selecting the
'Remove' checkboxes beside the required address fields.

EULA Acceptance (required) Applicant must accept the terms and conditions before submitting the
form.

The user needs to fill-in the information as explained above, accept to the 'End User License Agreement' and click
‘Submit'.

Upon successful submission of the 'User Registration' form, a download dialog will be displayed enabling the end-
user to download and save the certificate.

cCOMODO
Certificate Manager

Digital Certificate download

Please save your digital certificate in safe place.

DowNLoAD

CCM will deliver the certificate to the end-user in PKCS#12 file format (.p12 file). The pass-code specified in the PIN
fields is used to protect access to this .p12 file. The end-user will be asked for this PIN when he/she imports the
certificate into the certificate store of their machine.

Request and Issuance of Code Signing Certificates

«  You can issue code-signing certificates to users with email addresses at domains you have added to CCM

»  Each domain should have been delegated to a CCM organization / department and should have passed
DCV.

You can add code signing certificate end-users to CCM in two ways:

«  Manually entering the details of each end-user - You need to enter the details of each user manually in
the 'Add New Code Signing Certificate’ form to add the user to CCM. The form is accessible from the '‘Code
Signing Certificates' area under the 'Certificates' tab in the CCM console.

« Importing list of users from a CSV file - You can create a .csv file containing a list of users with details
like user name, email address, Organization, Department and so on. Each entry should have four
mandatory and two optional fields for the details, in a specified order. You can upload the .csv file to the
'Code Signing Certificates' area under the 'Certificates' tab in the CCM console.
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Once the users are added, CCM will automatically send invitation mails to them. On clicking the validation link in the
email, the end-user will be presented with a 'User Registration' form. The end-user needs to fill-in and submit the
form. CCM will send a collection email to the end-user in order for them to download and install the certificate.

This section explains the process of manually adding the end-users. For explanations and tutorials on importing
users from a .csv file, refer to the section 'Request and Issuance of Code Signing Certificates' in the Administrator
guide.

To add an end-user
« Open the 'Code Signing Certificates' area by clicking the 'Certificates' > 'Code Signing Certificates'.
+  Click the 'Add' button to open the '‘Add New Code Signing Certificate' form:

Dashboard @ Certificates [ piscovery Qa Reports

S5L Certificates Client Certificates CUUSLGERSHILGRNIE=CEY  Device Certificates
Y Filter

Export Import from CSV

HAME EMAIL ORDER NUMBER STATE
Add New Code Signing Certificate X
*-required fields

Crganization | Dithers Construction Company A

Department | None T

Domain | ditherprojects.com r

Email Address* | dagwood @ditherprojects.com
Term | 1 year v

Full Name® | Bumpsted Dagwood
Contact email @
Code Signing on Demand ¥ @
Signature Algorithm | RSA v
Key Size | 2043 v

Subscriber Agreement

Comodo Code Signing On Demand Certificates

Print

¥/ | agree*  Scroll to bottom of the agreement to activate check box.

Add New Code Signing Certificate dialog - Table of parameters

Description

Organization Select the Organization to which the end-user belongs.
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Add New Code Signing Certificate dialog - Table of parameters

Description
Department Select the Department to which the end-user belongs.
Domain Select the domain to which you want to issue the certificate. This will be a domain that

is assigned to the organization/department.

Term Select the term of the certificate.

Email Address Enter the username part of the email address of the user. The domain part is
automatically entered as the domain chosen.

Full Name Full name of the applicant.

Contact Email Enter the contact email address of the applicant that should be included in the
certificate. The contact email address may be the customer facing email address like
support@company.com, sales@company.com etc.

Code Signing on Allow the certificate to be used by the CSoD service.

Demand Note: If this option is selected, the issued certificate will be downloaded and stored by

the CSoD controller. Click here for more details.

Signature Algorithm Choose the signature algorithm to be used by the certificate.

Keysize Choose the key-size (in bits) by the certificate. Recommended = 2048 bit or higher.

Subscriber Agreement | Displays the End-User License Agreement (EULA) for the certificate. Read through the
EULA and accept to it by selecting the 'l agree' checkbox for the application to proceed.

«  Complete the 'Add New Code Signing Certificate' form.
+ Click 'OK..
»  Repeat the process to add more users.

If the end-user is an existing user, the corresponding certificate will be automatically added to CCM and a certificate
collection email will be sent to the end-user. If the end-user is a new user, an invitation mail will be sent to initiate
self enroliment process. The invitation email will contain the URL of the user registration form, a request validation
code and instructions for downloading the certificate. The request code will be contained within the URL so that
applicants can simply click the link or copy and paste the URL in their browser. On completion of the validation and
user registration processes, a certificate collection form will appear, enabling the end-user to download and save the
certificate. An example mail is shown below.
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7 i L # o
rin Inbox e /gﬂ Invitation Email - Code Sig... X\ : B [ [«
File Edit View Go Message Eventsand Tasks Tools Help
3 I 4 = 2 3 Q —
e S S - " Search... <Ctri+K =
Get Messages  Wiite Chat  AddressBook | Tag  QuickFilter Lo i P

4 Reply = Forward EgArchive @ Junk @ Delete  More ~

Frorm CCM <support@cert-manager.com:
Subject Invitation Email - Code Signing Certificate Enrollment. 12:28 PM
To Bumpsted Dagwood

*

Dear Bumpsted Dagwood<dagwood@dithersprojects.com?>,

You now need to complete the following steps:

* Click the following link to validate your email
https://bddccsoftcoml.brad.dc. comodo.net/customer/static/cs?action=invited
requestCode=RkkCZy3Hipoi8uCo-wSwdlZeMiemail=dagwood%40dithersprojects%2ecom (if link
doesn't work please copy request code RkkCZy3Hipoi8uC9-wSw4lZ6M and paste it in
proper field in wvalidate form).
Your reguest code: RkkCZy3HipoiBuC9-wSwdlZeM
* Generate Certificate request ke

m

E Today Pane A

Upon clicking the link the user will be taken to the user registration form.
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User Registration

Code: * | RkkCZy3Hipoi8uCa-wSw4lZ6M

Email: * | dagwood@dithersprojects.com

Private Key Options

Key Size (bits):  High Grade v

»

Subscriber Agreement. | CERTIFICATE MANAGER SOFTWARE. BY USING, APPLYING FOR,
ACCESSING, OR
PURCHASING A CERTIFICATE MANAGER ACCOUNT OR LISING OR I
ACCESSIMNG CERTIFICATE
MAMAGER OR BY ACCEPTING THIS AGREEMENT BY CLICKING OM |
ACCEPT BELOW, YOU
ACKMNOWLEDGE THAT YOU HAVE READ THIS LICENSE AGREEMENT AMD
THAT YOU
UNDERSTAMD IT, THAT YOU AGREE TO AMD ACCEPT THE TERMS AS
PESENTED HEREIM. IF
YOU DO MOT AGREE TO THE TERMS AND CONDITIONS OF THIS
AGREEMENT, DO NOT APFLY
FOR, ACCEPT, OR CREATE A CERTIFICATE MAMAGER ACCOUNT OR USE
OR ACCESS
CERTIFICATE MANAGER AMD CLICK "DECLINE™ BELOW.

The terms and conditions set forth below (the “Agreement”) constitute a
binding agreement between you

(the “*Company” or “you™) and Comodo CA Limited (*Comodo™) with respect to
YOUr or your employee’s

rraatinn and nea afunur Cadificata Mananar accnnnt and tha ralatad

| Agree®

Scroll to bottom of the agreement to activate check box.

When you click the button below, your browser will generate a new private key.

Form Element Description

Code (required) The Code field will be auto-populated with the certificate request code, on
clicking the validation link in the email. If not, the end-user can copy the
request code from the email and paste in this field.

Email (required) The email address of the applicant. This field will be auto-populated.
Advanced  |Key Size The applicant can select the key size for the private key of the certificate
Private Key (Default = 2048 bit)

Options Note: The private key is generated locally by the crypto module of the

browser/ operating system. The key never leaves the computer and no copy
is ever transmitted to the certificate issuer. Comodo does not collect a copy
of the private key at any time and cannot be recovered if it is lost. The
certificate is useless without it. Hence the end-users are strongly advised to
backup their private key, during certificate installation process.
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Form Element Description

Subscriber Agreement (required) | Applicant must accept the terms and conditions before submitting the form by
reading the agreement and selecting the 'l Agree' checkbox.

Generate Starts the certificate generation process.

Once the end-user submits the form, the certificate request will be automatically generated and a request will be
sent to CCM. CCM will process the request and send a certificate request to Comodo CA Server. Once the
certificate is issued CCM collects the certificate and sends a notification email to the end-user. The end-user can
follow the link to download and install the certificate can use it for digitally signing the executables.

| #, Inbox f‘d' Your cede signing certifica.. x\@ o 51 9
Eile Edit View Go Message Eventsand Tasks Tools Help
2 I 4 N 2 9 Q =
e hd hd 7 Search... <Ctri+K —
GetMessages  Wiite Ghit  AckleeBook | ooE | Bl B Al E
From CCM <support@cert-managsr.com> 4 Reply | =» Forward | & Archive | @ Junk | @ Delete  More
Subject Your code signing certificate for Bumpsted Dagwood<dagwood@dithersprojects.com> ISSUED. 1:12 PM

To Bumpsted Dagwood

The code signing certificate for Bumpsted Dagwood<dagwood@dithersprojects.com> has been issued.

| Certificate Details:

Hame : Bumpsted Dagwood

Email: dagwoodi@dithersprojects.com
Order Mumber: 1487276

Term: 1 Year(s)

Requested: 18/19/2815 @7:39 GMT
Collected: 18/19/2815 @7:41 GMT

Expires: 18/18/2816 23:59 GMT

Click the following link to download and install the certificate on browser:
https://bddccsoftceml.brad.dc. comodo. net/customer/static/cs?action=installcert&id=214

mEET Teasse - - = w w

S E Today Pane A

Code Signing on Demand Service option selected
- Ifthe CSoD option is selected, no notification email will be sent to the end user.

« The certificate application will be tracked by the CSoD controller configured for the domain.
- After the certificate is issued, the controller will automatically download the certificate and store it.

»  Admins can add developers in the 'Code Signing on Demand' > 'Developers' interface. A 'Developer' will
upload the code or hash for signing, and will collect the items once signed.

«  Developers will receive a notification email which tells them how to access the CSoD portal. An example
mail is shown below:
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l-i, Inbox . _/m Developer account was cre... X\j‘gﬁ .. E [«
Eile Edit View Go Message Ewventsand Tasks Teools Help
3 4 N a hd Q =
L - - - Search.., =Cirl+K =
GetMessages ~ Write  Chat  AddressBook | Tag QuickFiter (o TR =

4 Reply = Forward @ Archive @ Junk @ Delete | More ~
From support@cert-manager.com
Subject Developer account was created successfully 11/17/2015 3:54 PM
To Bumpsted Dagwood
Code Sign account was created for your mail.
Login: bumpsted@dithercons.com

New password: -
URL to access the service: https://cert-manager.com/customer/static/cst

L E Today Pane A

The developer can log in to the CSoD portal in order to submit the files for signing. The CSoD enabled certificate
can be downloaded by the administrator for the developer, if required.

Request and Issuance of Device Certificates
CCM allows you to apply for device certificates in the following ways:

» Through Active Directory - Device certificates can be issued from CCM CA as proxy and / or MS CA to
devices that have been enrolled to Active Directory.

«  Through SCEP - CCM has a SCEP server integrated. Administrators can push a configuration profile to
the devices for enroliment of certificates to CCM.

+  Through API Integration - Mobile Device Management (MDM) solutions can be integrated to CCM
through API. Administrators can apply configuration profiles to managed devices to enroll for certificates to
CCM. For details on API integration refer to the document at
https://help.comodo.com/uploads/helpers/CCM_Device_Cert_Enroll_API.pdf

- Through Self Enrollment - Device certificates can be requested by applicants using the self-enroliment
form for issuance of certificates from Private CAs. The self-enroliment form will be available by clicking a
link provided by an administrator. See Issuance of Device Certificate through Self-Enrollment for more
details.

The reminder of this section explains request and issuance of device certificates from Private CAs using the self
enrollment method. For detailed explanations and tutorials on the other methods, refer to the section 'Request and
Issuance of Device Certificates' in the Administrative guide.

Prerequisite for requesting and issuance of device certs from private CA
« Theissuance of device certificates is enabled for your account
«  Device certificates are added under 'Settings' > 'Certificates' > 'Device Cert Types'

« The issuance of device certificate through self-enroliment is enabled for the organization/department under
'Settings' > 'Organizations' / 'Department' > 'Add' or 'Edit' button > 'Device Certificate' tab

To add device certificates

«  Open the device certificates management area by clicking the 'Certificates' tab under 'Settings' and then
clicking 'Device Cert Types'.
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«  Click the 'Add" button at the top to open the 'Add New Device Cert Type' form.

Add New Device Cert Type X

“-required fields

MName*
Term*
CA name* | CAWeb Form L
Key Usage | |pata Encipherment Key Encipherment
Digital Signature Man repudiation
Key Agreement

Extended Key Usage | Igjjent Authentication
Email Protection
M3 Smartcard Login

M3 Encrypted File System

Form Element Type Description
Name (required) Text Field | Enter an appropriate name for the device certificate
Term (required) Text Field | The validity period of the device certificate
CA Name (required) Drop-down | The drop-down will display the Private CAs that are added for your
account. Contact your Comodo account manager to add more Private
CAs.
Key Usage and Extended | Check Determines the device certificate capabilities.
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Form Element Description

Key Usage Boxes

+  Click 'OK" after entering the details in the form.
The new device cert type will be added to the list and will be available for self-enrollment.
The next step is to configure the URL for the self-enrollment form and send the same to applicants.
To configure the URL for the self-enroliment form

»  Go to 'Settings' > 'Organizations' and click 'Add' or select the organization, then click 'Edit'

«  Click the 'Device Certificate' tab of the organization / department that you want to configure the enroliment
form URL

(7) Dashboard ® cortificates [E Discovery (% Reports 01 Admins il Sottings ]

{ Organizations ' Domains Mabfcalans Encryphion Access Contral Friva Kay Stora Email Template Cerificatas Agants

“w Filtar

HE +Am Edit | Deleta | Departments | Domains || Revalidats

HAME CITY STATE COUNTRY VALIDATION STATUS
Barig] Edit Organization: Advanced X
.
Foothall[7]

General EV Details Chent Corlificate 551 Cerlificate Code Signing Cerfificale Dwvice Certificate Email Template
g 2|53]

@Mvarcedﬂi Self Enraliment

ong1152]

UR| Extension” | adv

nips #bddecsoficem brad de comodo nebieustomertaduides

Cance

»  Select the "Self Enroliment' check box and enter the URI extension for the link.

The device self enrollment link for the organization will be automatically displayed below the field. By default, the
format of this URL is: https://cert-manager.com/customer/<REAL CUSTOMER URI>/device/<set URI extension>.

After configuring the self-enrollment link, send the same to the end-users via email or any other form of
communication method.

User applies for device certificate via self-enrollment method

The applicant clicks on the link or copies and paste the the URL into the address bar of any browser to open the
self-enrollment form.
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COMODO
Certificate Manager

Device Certificate Enroll

Cerfificate Type: * | Non Repudiation Device Cert L

Email: *

C3R:*

Form Element Type Description

Certificate Type (required) |Drop-down | The configured device cert types will be listed from the drop-down.

Email Address (required) | Text Field | The certificate collection email will be sent to this email address.

CSR (required) Text Field | The certificate signing request generated from the device. The user
contacts the administrator if no CSR is available.

«  Click "Submit' after completing the form.

The requested certificate will be displayed in the Device Certificate interface and you can either approve or reject
the request.

To approve the device certificate request
«  Open the device certificates interface by clicking 'Certificates' > 'Device Certificates'

The screen displays device certificates enrolled for the account. Device certs requested via enrollment method will
be displayed as 'Awaiting Approval'.
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DEPARTMENT

»  Select the certificate and click 'Approve | Decline' button at the top.

Approve | Decline

Country name IN

Organization unit name Security

Locality name Chennai

Details

Optional fields

State or province name Tamil Nadu

Crganization name Advanced

Email fordecosportxl@gmail.com

Common name Security Dept. Device

Approve Cancel

»  Click 'Approve'

The status of the approved certificate will display as 'Applied' under the 'State' column. The certificate request will be
processed and sent to the applicant's email address entered in the enroliment form. The status of the certificate will
display as 'Issued' after the collection email is sent. The applicant can download the device certificate by clicking the

link in the email and install it in the device.
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Step 7 - Generate Reports

You can generate and view reports that reflect an activity and other statistics related to usage, provisioning and
monitoring of SSL and Client and Code Signing Certificates. There are 14 main types of reports available: Activity
Log report, Client Certificates report, Discovery Scan Log , SSL Certificates report, Code Signing Certificates report,
Admin report, XML Data report, DCV report, Agent Log Events report, Notification Log Statistics report, Net
Discovery Tasks and Device Certificates report.

- The Activity Log report - A report which covers all events concerning all types of certificates

- The Client Certificates report - A report which covers all events concerning client certificates.

« The Discovery Scan Log report - A report which covers all events related to discovery scans and
discovered SSL certificates.

« The SSL Certificates report - A report which covers all events concerning SSL certificates

» The Code Signing Certificates report - A report which covers all events concerning code signing
certificates.

« The Code Signing Requests report - A report which covers all requests made for Code Signing on
Demand (CSoD) by developers.

«  The Admins report - View a list of all administrators and their privilege levels.

«  The XML Data report - An XML report containing details about Organizations, Departments, their
administrators and their certificates.

« The DCV report - A report which details the Domain Control Validation (DCV) status for all registered
domains.
- The Agent Log Events report - Areport which covers all scan and certificate installation activities by
certificate controller agents.
- The Notification Log Statistics report - A report which details about notifications emails, notification types
and overall notification logs.
»  The Private Key Controller Activity Log report - A report which covers all activity by the Private Key
Controller.
« The Net Discovery Tasks report - A report on any discovery tasks, configured for organization(s) and
department(s).
< The Device Certificate report - A report which covers all events concerning related to the request and
issuance of device certificates.
Please refer to the chapter 'Reports' in the Administrator's Guide for detailed explanations on each type of the report
and tutorials on generating them.
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Appendix - Comodo SSL Certificates

If you do not know which type of certificate to choose then we recommend that you first contact your SSL admin
who should be able to advise you. This appendix is provided only to give applicants an understanding of the
different types of certificate that are available but does not cover pricing or warranty levels. The appendix opens with
a definition of terms that should provide an insight into SSL terminology and concludes with a table listing all
certificates offered by Comodo CA. Note - this is a complete list of Comodo certificates. You might not see all of
these certificate types if your administrator hasn't made them available.

Validation Levels

OV: Organization Validated certificates include full business and company validation from a certificate authority
using currently established and accepted manual vetting processes.

EV: Extended Validation certificates provide the highest levels of trust and reassure web site visitors that it is safe
to trade by turning the address bar green during https sessions. EV's are generally more expensive than OV level
certificates and require a more in-depth validation process prior to issuance. However, because the green bar has
become a hallmark of security seen on the Internet's largest and most prestigious websites, placing an EV on your
website can often lead to increased customer conversion.

Certificate Types

SDC: Single Domain Certificates - will secure a single fully qualified domain name such as www.company.com
WC: Wildcard Certificates - will secure the domain and unimited sub-domains of that domain

MDC: Multi-Domain Certificates - will secure up to 100 different domain names on a single certificate

Additional Technologies

SGC: Server Gated Cryptography. SGC technology upgrades the encryption capabilities of older browsers to
modern day standards

Creating Trust Online®

Certificate Name P IREUEIT Description
Level

Comodo Trial SSL Certificate SDC ov Secures a single domain 30 days
Comodo Intranet SSL Certificate SDC ov Secures a single internal host 1 );gzrrs- 3
. . . 1year-3

Comodo InstantSSL Certificate SDC ov Secures a single domain years
. . , 1year-3

Comodo InstantSSL Pro Certificate SDC ov Secures a single domain years
. o . . 1year-3

Comodo PremiumSSL Certificate SDC ov Secures a single domain years

Secures domain and unlimited | 1 year - 3

Comodo PremiumSSL Wildcard Certificate WC ov . .
sub-domains of that domain years
Comodo PremiumSSL Legacy Certificate SDC ov Secures a single domain 1 );22:; 3

Secures domain and unlimited | 1 year - 3

Comodo PremiumSSL Legacy Wildcard Certificate| WC ov sub-domains of that domain years

1year-3

Comodo SGC SSL Certificate SDC ov Secures a single domain years
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e Validation o
Certificate Name ype Level Description
Comodo SGC SSL Wildcard Cerificate we | oy | Securesdomainand uniimited | 1 year-3
sub-domains of that domain years
EliteSSL Certificate soc | ov | | Vyear-3
Secures a single domain years
GoldSSL Certificate soc | ov | | Tyear-3
Secures a single domain years
| - spC oV | | 1year-3
PlatinumSSL Certificate Secures a single domain years
Secures domain and unlimited | 1 year - 3
. , . WC ov . :
PlatinumSSL Wildcard Certificate sub-domains of that domain | years
PlatinumSSL Legacy Certificate SDC ov Secures a single domain 1 );;2:5- 3
PlatinumSSL Legacy Wildcard Certificate we | oy | Securesdomainand uniimited | 1 year-3
sub-domains of that domain years
PlatinumSSL SGC Certificate SDC ov Secures a single domain 1 );izrrs- 3
PlatinumSSL SGC Wildcard Certificate wc | oy | Securesdomainand uniimited | 1year -3
sub-domains of that domain years
Comodo Multi-Domain SSL Certificate ov | Secure multiple Fully Qualified | 1 year - 3
MDC domains on a single certificate | years
Comodo EV SSL Certificate EV Secures a single domain 1 year-2
SDC years
- . . 1 year - 2
Comodo EV SGC SSL Certificate EV Secures a single domain
SDC years
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About Comodo CA

Comodo Certificate Authority is one of the world’s largest providers of SSL certificates by volume having issued over
91 million certificates and serving over 200,000 customers across 150 countries. The company provides a full suite
of certificate products spanning all validation levels for website certificates, certificates for code-signing and email-
signing, and the Comodo Certificate Manager (CCM) platform. Comodo CA has its US headquarters in New Jersey
and international offices in the United Kingdom, Ukraine and India.

Comodo CA Limited

3rd floor, Office Village Exchange Quay
Trafford Road, Manchester, M5 3EQ
United Kingdom

Tel : +44 (0) 161 874 7070

Fax : +44 (0) 161 877 1767
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