


PCI Compliance

Automate, simplify and attain PCI 
compliance quickly 

User Friendly, Guided Approach

With tips, a friendly and an intuitive interface, HackerGuardian helps guide you 
through the PCI DSS compliance process

Streamlined Scanning & Remediation

With tips, a friendly and an intuitive interface, HackerGuardian helps guide you 
through the PCI DSS compliance process

Support for Web App Requirements

Automates the evaluation of web apps during & after development, ensuring they’re 
built & maintained securely. Conduct authenticated and unauthenticated scans 
within any web app type.

 

Automated Report Submission

An auto-submission feature completes the compliance process once you’re finished 
with remediation. Send the compliance status report directly to the acquiring banks. 
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Disruption-free: When conducting a scan, HackerGaurdian PCI doesn’t 
interfere with the cardholder data system

No stealth software installations: HackerGaurdian will never install any 
software on your systems without your knowledge and pre-approval

No dangerous tests: HackerGaurdian will not conduct tests that overload 
your systems or cause an outage

Conforming reports: HackerGaurdian produces reports that conform to the 
standard’s requirements

Follow an easy step-by-step approach and intuitive compliance tips in a 
user-friendly interface

Automatically complete the required quarterly scans, and also scan as often 
as you like on an ad hoc manner, for PCI compliance and for identifying and 
remediating vulnerabilities as soon as they appear in your network

Scan your network in segments and remediate/re-scan for vulnerabilities on 
target IPs. No need to scan your entire network

Leverage 24/7 online help and email/telephone support for understanding 
and pursuing compliance

Monitor all assets on premises and in private, public or hybrid clouds 

Scan web apps during and after development to ensure they’re built and 
maintained securely
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Payment Card Industry Compliance 

		      Achieve PCI compliance and 		
		     secure your network 

Benefits of  
HackerGuardian:
Generates two PCI network 
reports that are similar but 
intended for different purposes: 
One designed to offer proof of 
compliance, and the other to 
serve as a remediation guide.

Generates PCI Executive Report for submitting to the acquiring bank to document PCI 

compliance. This report provides summary level information only

Generates PCI Technical Report for identifying vulnerabilities and prioritizing 

remediation. This report includes technical details to assist with remediation

Includes in the reports an overall PCI compliance status of “passed” or “failed” 

• An overall PCI compliance status of “passed” indicates that all hosts in the report  

  passed the PCI DSS compliance standards set by the PCI Council. A host compliance  

  status is provided for each host. A PCI compliance status of “passed” for a single host/ 

  IP indicates that no vulnerabilities or potential vulnerabilities were detected on the host.

• If you fail the assessment, you can view a list of detected vulnerabilities and potential  

  vulnerabilities, including those that must be fixed to obtain compliance as well as  

  vulnerabilities that we recommend that you fix. View detailed remediation information.
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		      Quickly eliminate security threats 

 
Leverage HackerGuardian’s detailed remediation

Vulnerability Title                                             Severity     IP Address         Vulnerability Details        

Payment Card Industry Compliance 

Automates and greatly simplifies  
scanning and remediation

Provides easy-to-use reporting of 
vulnerabilities that will cause you to fail 
PCI DSS

Uses the Qualys Cloud Platform to 
accurately scan vulnerabilities

Provides detailed instructions for each 
detected vulnerability, with links to 
verified patches for rapid remediation

Auto-submit compliance status directly to acquiring 
banks remediation
Once you have met the validation actions, the 
PCI “auto-submission” feature completes the 
compliance process.

Automatically submits compliance 
status directly to your acquiring banks

Allows you to download PCI 
compliance reports in PDF to submit 
to your acquiring bank or to assist in 
remediation efforts
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HackerGuardian Platform

 

 
Single-Pane-of-Glass UI

See the results in one place, in seconds. With AssetView, security and compliance 
pros and managers get a complete and continuously updated view of all of their IT 
assets — from a single dashboard interface. 

Centralize and Customize

Centralize discovery of host assets for multiple types of assessments. Organize host 
asset groups to match the structure of your business. Keep security data private 
with our end-to-end encryption & strong access controls. 

Easy Deployment

Deploy from a public or private cloud — fully managed by Qualys. There are no 
servers to provision, no software to install, and no databases to maintain. You 
always have the latest features available through your browser, without setting up 
special client software or VPN connections.

Scalable and Extensible

Scale up globally, on demand. Integrate with other systems via extensible XML-
based APIs. You can use it with a broad range of security and compliance systems, 
such as GRC, ticketing systems, SIEM, ERM, and IDS.

 


