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The purpose of this Addendum to the Comodo Certification Practice Statement (“ACPS") is to
amend version 3.0 of the Comodo Certification Practice Statement (“CPS”) to include Comodo’s
Educational Certificates series. All provisions of the CPS not specifically amended or added
herein remain in full force and effect and where applicable shall apply to the new product
offerings. Only the amended portions in this ACPS are included herein. Nothing in the CPS shall
be deemed omitted, deleted or amended unless expressly stated in this ACPS. Headings from
the CPS are included to identify the location of the Amended information and are not intended to
be duplicative.

1.8.13 Educational Certificates
Visible on IE compatible browsers as follows:
UTN-USERFIRST-Hardware (serial number = 44 be Oc 8b 50 00 24 b4 11 d3 36 2a fe 65 0a fd,
expiry = 09 July 2019 19:19:22)
= End Entity SSL/End Entity Secure Email (serial number = x, expiry = 1 month or up
to 10 year(s) from issuance)

Cross signed and therefore visible on Netscape compatible browsers as follows:

AddTrust External CA Root (serial number = 01, expiry = 30/05/2020 10:48:38)

LS UTN-USERFirst-Hardware (serial number = 48 4b ac f1 aa c7 d7 13 43 d1 a2 74 35 49 97
25, expiry = 30 May 2020 11:48:38)

= End Entity SSL/End Entity Secure Email (serial number = x, expiry = 1 month or up to
10 year(s) from issuance)
1.8.14 IGTF Certificates
UTN-USERFIRST-Hardware (serial number = 44 be Oc 8b 50 00 24 b4 11 d3 36 2a fe 65 0a fd,
expiry = 09 July 2019 19:19:22)
= End Entity SSL/End Entity Secure Email (serial number = x, expiry = 1-13 months from
issaunce)

Cross signed and therefore visible on Netscape compatible browsers as follows:

AddTrust External CA Root (serial number = 01, expiry = 30/05/2020 10:48:38)

=  UTN-USERFirst-Hardware (serial number =48 4b ac f1l aa c7 d7 13 43 d1 a2 74 35 49 97
25, expiry = 30 May 2020 11:48:38)

= End Entity SSL/End Entity Secure Email (serial number = x, expiry = 1-131 months
from issuance)

2.4.1 Comodo SSL Secure Server Certificates

cc) Educational Certificates and IGTF Certificates



Comodo Educational and IGTF Certificates are designed for distribution by Comodo’s
partners to educational, research, and non-profit entities to use to conduct non-credit
card transactions with their website.

2.12.4 Certificate Policies (CP)

Educational Certificates

Signature Algorithm Shal
Issuer (option 1) CN UTN-USERFIRST-Hardware
ou http://www.usertrust.com
o] The USERTRUST Network
L Salt Lake City
S uT
C us
Issuer (option 2) CN UTN - DATACorp SGC
ou http://www.usertrust.com
o] The USERTRUST Network
L Salt Lake City
S uT
C us
Validity 1lyear/2year/3year/4year/5year
Subject CN Common Name
ou Educational Certificate
ou NOT FOR TRANSACTIONS OF MONEY
©) Organization
ou Organization Unit (optional)
L Locality (optional)
STREET Street (optional)
S State (optional)
PostalCode | Zip or Postal Code (optional)
C Country

Authority Key ldentifier

KeylID only is specified.

Key Usage (NonCritical)

Digital Signature, Key Encipherment(A0)

Extended Key Usage

Server Authentication (1.3.6.1.5.5.7.3.1)
Client Authentication (1.3.6.1.5.5.7.3.2)

Netscape Certificate Type

SSL Client Authentication, SSL Server Authentication(c0)

Basic Constraint

Subject Type = End Entity
Path Length Constraint = None

Certificate Policies

[1] Certificate Policy:
Policyldentifier = 1.3.6.1.4.1.6449.1.2.1.3.4
[1,1]Policy Qualifier Info:
Policy Qualifier Id = CPS
Qualifier:
https://secure.comodo.net/CPS

Subject Alternative Name

Up to 100 domain names




Authority Information
Access

1]Authority Info Access
Access Method = id-ad-calssuers (1.3.6.1.5.5.7.48.2)
URL=<Primary AIA URL>

[2]Authority Info Access
Access Method = id-ad-ocsp (1.3.6.1.5.5.7.48.1)

URL = http://ocsp.comodoca.com

CRL Distribution Policies

[1]CRL Distribution Point
Distribution Point Name:
Full Name:
URL=<Primary CDP URL>
[2]CRL Distribution Point
Distribution Point Name:
Full Name:
URL=<Secondary CDP URL>

Thumbprint Algorithm SHA1
Thumbprint
IGTF Certificate
Signature Algorithm Shal
Issuer (option 1) CN UTN-USERFIRST-Hardware
ou http://www.usertrust.com
o] The USERTRUST Network
L Salt Lake City
S uT
C us
Issuer (option 2) CN UTN - DATACorp SGC
ou http://www.usertrust.com
o] The USERTRUST Network
L Salt Lake City
S uT
C us
Validity 13 months
Subject DC Type of Authenticating Organization
DC Name of Authenticating Organization
DC Unit of Authenticating Organization
CN Common Name
ou IGTF Certificate
ou NOT FOR TRANSACTIONS OF MONEY
@) Organization
L Locality (optional)
STREET Street (optional)
S State (optional)
PostalCode | Zip or Postal Code (optional)
C Country

Authority Key Identifier

KeyID only is specified.

Key Usage (NonCritical)

Digital Signature, Key Encipherment(A0)

Extended Key Usage

Server Authentication (1.3.6.1.5.5.7.3.1)
Client Authentication (1.3.6.1.5.5.7.3.2)

Netscape Certificate Type

SSL Client Authentication, SSL Server Authentication(c0)




Basic Constraint

Subject Type = End Entity
Path Length Constraint = None

Certificate Policies

[1] Certificate Policy:
Policyldentifier = 1.3.6.1.4.1.6449.1.2.1.3.4
[1,1]Policy Qualifier Info:
Policy Qualifier Id = CPS
Qualifier:
https://secure.comodo.net/CPS

[2} Certificate Policy:
1.2.840.113612.5.2.2.1

Subject Alternative Name

Up to 100 domain names

Authority Information
Access

1]Authority Info Access
Access Method = id-ad-calssuers (1.3.6.1.5.5.7.48.2)
URL=<Primary AIA URL>

[2]Authority Info Access
Access Method = id-ad-ocsp (1.3.6.1.5.5.7.48.1)

URL = http://ocsp.comodoca.com

CRL Distribution Policies

[1]CRL Distribution Point
Distribution Point Name:
Full Name:
URL=<Primary CDP URL>

[2]CRL Distribution Point
Distribution Point Name:
Full Name:
URL=<Secondary CDP URL>

Thumbprint Algorithm

SHA1

Thumbprint

4.2.4 InstantSSL / ProSSL / PremiumSSL / PremiumSSL Wildcard / EliteSSL /GoldSSL /
PlatinumSSL / PlatinumSSL Wildcard / PremiumSSL Legacy / PremiumSSL Legacy
Wildcard / PlatinumSSL Legacy / PlatinumSSL Legacy Wildcard / PlatinumSSL SGC
Legacy / PlatinumSSL SGC Legacy Wildcard / Comodo SGC SSL / Comodo SGC SSL
Wildcard / Educational Certificate / IGTF Certificate

5.31 Certificate Insurance Plan

Table 5.31

Comodo Certificate Type

. Cumulative Max
Max Transaction Value e —

Liability

Education Certificate

$0 $0

IGTF Certificate

$0 $0
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